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ABSTRACT. In this paper we will evaluate degrees of nonlinear polynomial

encryption transformation in Fg', which was defined in [11] in terms of the

walk on the graph with vertex set Fi' U F¢'. Independently from the length of
the walk, this transformation has degree 3. It means that public user can do
the encryption process in polynomial time.

1. INTRODUCTION

We will study some properties of graph base public key algorithm, which was
proposed in [11]. Some generalization of this method the reader can find in [13],
[14]. First (Section 2) we introduce some definitions needed to describe our al-
gorithm. Like in the well known example of polynomial encryption used by Imai
and Matsumoto or Patarin in his "small dragon” ([6], [7]) in Section 3 we combine
”graphical encryption” P with two affine transformations 77 and T and work with
the public map @ = T1PT5;. After such transformation we get a system of poly-
nomial map and in Section 4 we will investigate its degrees in order to find out a
heuristic complexity of this cryptosystem.

Let us use traditional characters in Cryptography: Alice is the holder of the
key, Bob — the public user and the cryptoanalyst — Catherine ([5], [6]). The
speed of the software implementation of symmetric encryption algorithm for Alice
is evaluated in [14]. Evaluation of the degree of the transformation demonstrated
the feasibility of the algorithm for Bob.

2. GRAPH BASED ENCRYPTION ALGORITHM

We define graph as an irreflexive and symmetric binary relation ¢ C V x V,
where V is the set of vertices. Missing graph theoretical definition can be find in
[1], [2]. In this subsection we will consider the parallelotopic graphs and linguistic
graph with alphabet M = GF(q). Here, our messages (plaintexts or ciphertexts)
and enryption tools (passwords) are tuples over GF(q). What is important the
idea can be expand to arbitrary chosen commutative ring K, which leads to a very
fast cryptoalgorithm (operation in K = Z,» are much faster than in case of Fj,» for
large n).

We say that I' = (I', M, ) is a parallelotopic graph over a finite set M if we
have a surjective function 7 : V(I') — M such that for every pair (v,m), v € V(I'),
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m € M, there is a unique neighbour u of v satisfying m(u) = m. For given vertex
v, and any colour m, there exists exactly one neighbour u of v of colour m. Then
the neighborhood of each vertex looks like rainbow ie. consist of |M| vertices of
different colours. This is obvious that the graph is k-regular with k = |M]|.

Let T be a parallelotopic graph. We shall treat its vertices as plaintexts. So the
set of vertices V(I") is the plainspace and cipherspace. Let N(t,v) be the operator
taking the neighbour u of a vertex v with colour ¢. Then the password be the
string of colours (t1,t2,...,t,), t; € M such that ¢; # ¢;12 and encryption process
is the composition Ny, x N;, x -+ N;  of bijective maps Ny, : V(I') — V(I'). If
the plaintext v € V(T') is given, then the encryption procedure corresponds to the
followin chain in the graph: v — vy = N(t1,v) — va = N(ta,v1) — -+ — v, =
N(tn,vn—1). It is clear that (t,_1, - ,t1,c(v)) is the ”"decoding tuple”, because it
corresponds to the decoding arc.

We use the term linguistic graph over GF'(¢) when we have a linguistic graph
with alphabet M = GF(q) and the set of neighbors of any vertex v is an alge-
braic manifold over GF(q), i.e. is the totality of solutions of a certain system of
polynomial equations.

Let P and L be two n-dimensional vector spaces over GF(q). Elements of P
will be called points and those of L lines. To distinguish points from lines we use
parentheses and brackets: If x € V, then (x) € P and [x] € L. It will also be
advantageous to chose two fixed bases and write:

(p) = (pl,p171,p172,p2,1,p272,p'272,p273,p372,p3,3,pgﬁ3, )

(1] = [11711,17l1,2,12,1,12,2,l/2,2,12,3713,2713,375;,73, o

We now define an incidence structure (P, L, I) as follows. We say the point (p)
is incident with the line [{], and we write (p)I[l], if the following relations between
their coordinates hold:

lig—pig=Ulp:
l1,2 — P12 = l1,1p1
lag —p21 =lpi
lii —pii=lDi—1
l;,z- - p;,i =lii—1p1
liit1 — Dijiv1 = liip1

/
liv1i — pit1i = lpi -

To decrypt the data we use a key or password of length m, p = (a1, ..., ),
where «;’s are password characters such as «; is different from «;42. Each arc of
the graph represents one possible character. For the plaintext (p1,...,pn), in each

number of walk 7, l; or p; will be p1 + a1 -+ + a;.
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3. LINGUISTIC GRAPHS SYSTEM HIDDEN BY THE AFFINE TRANSFORMATION.

Let Fy, ¢ > 2 be the finite field, where ¢ is a prime power. Alice shall be using
the hidden graph scheme based on the family of linguistic graphs L, (¢) with the
operators N.(v) to take the neighbour u of vertex v such that ¢ is the colour of u.
As in previous section the plaintext and the ciphertext are n-tuples over Fy, ¢ > 2
and we identify them with points (or lines) of the graph L, (g). Alice shall choose
to keep her graph secret.

In transforming plaintext into ciphertext Alice shall work with two intermediate
vectors denoted u = (u1,...,u,) € F," and v = (v1,...,v,) € F,". First, Alice
choose the constant password @ = ajas...a,. In addition, Alice chooses two
secret affine transformations, i.e. two invertible matrices A = (a;5),1 < 4,5 < n
and B = (b;;),1 < 4,7 < n with entries in Fj, and the constant vectors ¢ =
(c1,...,¢n) and d = (dy,...,d,). We use the two affine transformations in order
to hide the graph and to hide the walk on the hidden graph. Then, she sets
u = A xx+c. Next, she would like to have v € F," simply equal to the v = N(u),
received from graph based algorithm. Finally, Alice sets y = B~1(v — d) (that
is v = By +d). After, Alice will combine T" with two affine transformations and
get a formula: y = (Fi(z1,...,24),..., Fno(z1,...,2,), where Fi(zq,...,z,) are
polynomials in n variables written in expanded form, i.e. as the sums of monomials
of kind 1% ...z, with the coeficients from F,. Alice makes polynomial equations
yi = Fi(x1,...,x,) public.

Again, like in Imai-Matsumoto scheme, if Bob wants to send her a plaintext
message X, he just substitutes x; in the public equations and finds y;. On the other
hand Catherine, who knows only the ciphertext and the public key must solve a
nonlinear system for the unknowns x;.

When Alice receives the ciphertext y, she uses her knowledge of A, B, c,d, graph
L,(¢q) and the password. Namely, she shall compute v = By 4+ d. Then Alice
using iterative process of decryption based on the graph can compute u = N~1(v).
Finally, she computes the plaintext x = A~! x (u — c).

4. DEGREES OF POLYNOMIALS IN CIPHERTEXT

Before applying affine transformation we want to find out a degree of polynomial
map T : u — v. We take the password o = oy ..., which is used by adding
element o to the first character of the encrypted data in each walk number j.
Therefore we are getting transformation 7, Ty, ... Ta, . If we treat the elements of
the plain data before encryption as variables, in each transformation T, , Th, Th,,
To, T, - .. Ty, we get a polynomials of these variables. We would like to find out a
degree of the polynomials.

4.1. Transformation 7,,. Our research we start with studying transformation
T,,. Hence we have:

h=p+a degly =1
lii=pia+hp =pi1+aipr + i
ho=pi2+plig=pi2+pipi1+ a1pi + s
lig =Dpis+Upi—1 = Dii +1Pi—1, +D1Di—1,i
liit1 = Diit1 + P1lii = Pijiv1 + @1D1Pi—1, + D1Dis JrP%Pz‘—u-
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Similarly we are receiving:
liv1i = Piv1i +lps = i1 + Q1P + PPy

Ui =i, +piliio1 =P} + ap1pi_q i1 + P1pii—1 + PIDi—1,i-1-

So if we take the plane data (p) as (p1,p2,...,pn) after this transformation we

getthehnevertexfl(p1)7f2(p17p2)a"'7fn(p17p27"'7pn)7
1, n=1,
2, n=2,
dog fulPropa-oPn) =N o0 ak+1
3, n—4k+24k—1 where k=1,2,3...

4.2. Transformation T,,T,,. Using the previous part of the calculation (trans-
formation T, ) we can calculate elements of the encrypted data after transformation
Ty,
2
P(1 ) =p1toa+a
—(o1 + az)(on +p1)

p@ =l —pgz)lm =p12— (01 4+ a2)p1,1 — ar(on + a2)pr — (a1 + az)p?

2 _
Pii1 =

P11 = l1,1 - llp?)

2
liit1 —pg )li,i = Pi,i+1 — (@1 + a2)(Dii + 1Pi—1 + P1Di—1,i)

2 2
pE,,») =li; — llpz(-_)u = pii + (00 +p1)(a1 + a2)(Pi—1,i—1 + Pi—2,i—1 + P1Pi—2,i—1)

Similarly we are receiving:

p;(?) = l;z fp?)zi,,;_l = p;ﬁ- — (o1 + @2)(Pisic1 + 1pic1io1 +P1Di_1 1)
2 2
pz(ur)l,i = li+1,i—11p;§¢) = piy1i+(ai+p1)(ai+az)(pic1i1toapi_ 1, 1+ 1 1)
Hence we got vertex point (p) = (91(p1), 92(p1,p2);- -, gn(P1, P2, - .-, Pn)) and
degrees of each component are following:
1, n=1,
d ( ) = 1, n=2
€8 gn\P1,P2,.--yPn) = 27 ’I’L:4k—1,4k+2,
3, n=4k,4k+1 where k=1,2,3...

)

4.3. Transformation 7,7y, ...

T,,,. Degrees of elements of vertex point and ver-

tex line after transformation Ty, Tq, - .. Tn,, , and Ty, Ty, ... Ty, respectively, we
will calculate using induction, imposing m-even.

Assume transformation Tg, Ty, . .

.T,,,_, gave us vertex point:

P = (0" 1), 98" 1,02, g 1 p2, 1)
with degree
1, n=1,
(m—3) _ 1, n=2,
deg gy (p1, P2, - Pn) = 2, n=4k—1,4k +2,
3, n=4k,4k+1 where k=1,2,3,...
and vertex line after transformation Ty, Ty, ... Ty, ,:
m(mf2) - (fl(m_Q) (Pl), 2(M—2) (pl,pQ)a ey f£m72)(p1ap2a oo apn))
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with degree

1, n=1,
m— 2, n=2,
degfr(z 2)(p17p27'~'7pn): 2 n =4k, 4k + 1
3, n=4k+2,4k—1 where k=1,2,3,...

Now we have to check the degree of polynomial g,(Lm_l).

pgm_l) =prtartas+...+Qn_3+ qm_o+ am_1
= p(1m_3) + am—2 + am—1

P = D
= p” + T = pU T — (s + )1
= ) = (a2 + a1

(m=3)

Since p;';'\4 (

is independent from «,, 2 and a,,_1 and both piT_;f) and lETﬁZ)
(

have degree equal 2, we get that pij;":ll) has degree 2.

(m—

By similar reasoning we obtain that p Erf Y

degree 3.

D has degree 3, p;’(;nfl) degree 2, p

Hence by means of transformation T, Ty, - . . Tw,,_, We encoded plain text (p1, pa, . ..

on ciphertext

(p)(mil) - (g%mil) (p1)7 ggmil)(plap2)a e ag7(zm71) (p17p27 e 7p7l))
with degree

1, n=1,
m 1, n=2,
deg g™ D (pr.p2- ) = 5 4k 14k 49

3, n=4k,4k+1 where k=1,23,...
In the same way using second part of inductive assumption we get the cipher-

text [l](m) = (ffm) (p1)7 2(m) (p17p2)7 LR fr(bm) (p17p27 s 7pn)) after transformation
To,Tw, - Tn,, with

1, n=1,
m 2, 71227
degfé )(p17p27apn): 2 n =4k, 4k + 1
3, n=4k+2,4k—1 where k=1,2,3,...

5. REMARKS ON THE COMPLEXITY OF PUBLIC RULES

Using previous subsections, combining graph transformation T" with two affine
transformation, Bob get a formula:

y=(F1(x1,...,20),..., Fo(z1,...,2,)),

where F;(z1,...,x,) are polynomials of n variables written as the sums of mono-
mials of kind z;, ... ®z;,, where i1,i2,43 € 1,2,...,n with the coefficients from Fj,.
Hence the polynomial equations y; = F;(x1,22,...,%,), which are made public,

have degree 3. Hence the process of straightforward encryption can be done in

. Pn)
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polynomial time O(n*) (to compute one y;, i = 1,2...,n we need not more than
3n3 + n? additions and multiplications). But the cryptanalyst Catherine, having
a only a formula for y, has very hard task to solve the system of n equations in n
variables of degree 3. We know that the variety of solution has the dimension 0.
So general algorithm for such mass problem has exponential time 3°(™) (different
versions the reader can find in [3], [4], [9], [10]).

But of course for our specific system faster algorithm may exist. We encourage
cryptanalysts to make an effort to break the cryptosystem.
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