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Password authentication is a mechanism used to authenticate user identity over insecure
communication channel. In this paper, a new method to improve the security of password
authentication is proposed. It is based on the compression capability of the fractal image coding
to provide an authorized user a secure access to registration and login process. In the proposed
scheme, a hashed password string is generated and encrypted to be captured together with the
user identity using text to image mechanisms. The advantage of fractal image coding is to be used
to securely send the compressed image data through a nonsecured communication channel to the
server. The verification of client information with the database system is achieved in the server
to authenticate the legal user. The encrypted hashed password in the decoded fractal image is
recognized using optical character recognition. The authentication process is performed after a
successful verification of the client identity by comparing the decrypted hashed password with
those which was stored in the database system. The system is analyzed and discussed from the
attacker’s viewpoint. A security comparison is performed to show that the proposed scheme
provides an essential security requirement, while their efficiency makes it easier to be applied
alone or in hybrid with other security methods. Computer simulation and statistical analysis are
presented.

1. Introduction

Passwords have been present in information technology since the earliest days before the
age of the PC. Using consumer password recovery software, the eight character password
can be cracked in under an hour. More experienced hackers can crack 14 character password
including alpha-numeric with special characters by using rainbow table and some free tools
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in less than three minutes. So adding numeric and other characters does not mean adding
some level of protection but may increase the time needed [1].

In a client/server system scenario, password-based authentication schemes play
crucial role to identify the validity of a remote user to maintain user’s information and
make it more difficult to have unauthorized access to restricted resources. The first remote
authentication scheme was introduced in 1981 by Lamport [2]. He proposed a password
authentication scheme that was based on password tables to authenticate legitimate user over
insecure channel. Since then, many password-based authentication schemes were proposed
and analyzed to improve the security, efficiency, or cost [3-7]. Traditional alphanumeric
passwords are widely used for authentication. In these schemes, the security of the remote
user authentication is based on the password only. Simple passwords can be easily obtained
by an attacker given enough attempts and time. There is always a threat due to the availability
of simple, rapid, and perfect duplication and distribution means using simple dictionary
attacks. Given the explosive growth of internet and the exponential increase in computer
performance that facilitated the exchange of multimedia information, there is a necessity to
invent new protection mechanisms to maintain user information. Many emerging methods
have been designed today to solve this problem, some of them are biometric-based remote
user authentication which is considered as a secure and reliable method compared to
traditional one, but they are more costly and require specialized hardware, such as those
proposed by Lee et al. [8]. The others are based on one time password by using smart
cards, for example those proposed by Hwang and Li [4] in 2000 and many others. Wang
et al. [9] applied FIC scheme to refine characteristic values of a specific image and embed
them into the LSB of pixels in the image. The system has the ability to detect and restore the
tampered images decoding process of the FIC. In 2007, E. J. Yoon and K. Y. Yoon [10] proposed
an efficient chaotic hash based fingerprint biometric remote user authentication scheme on
mobile devices. In 2011, Motyl and Jasek [11] proposed advanced user authentication process
based on the principles of fractal geometry. The system is based on polynomial fractal sets,
specifically the Mandelbrot set. The system meets all the conditions for the construction of
hash functions.

In this paper we propose a new password authentication scheme based on fractal
image coding scheme. Its properties are addressed and its security is analyzed and compared
to some of the aforementioned methods by Lamport [2], Hwang and Li [4], and Lee et al. [8].

The fractals theory is a new discipline that offers a new method to research the self-
similarity objects and irregular phenomena. It is an active branch of nonlinear science starting
from the 1970s. Fractal has proven to be suitable in many fields and particularly interesting
in various applications of image processing. Some phenomena which cannot be explained
with Euclidean geometry could be interpreted with fractal geometry. Fractal theory and its
methodology provides people with a new view and new ideas to know the world, and it
makes our way of thinking enter into the nonlinear stage. First important advances are due to
Barnsley et al. [12, 13], who introduced for the first time the term “Iterated Function Systems
(IFSs)” based on the self-similarity of fractal sets. Barnsley’s work assumes that many objects
can be closely approximated by self-similarity objects that might be generated by use of IFS
simple transformations. From this assumption, the IFS can be seen as a relationship between
the whole image and its parts, the main problem being how to find these transformations
(the IFSs) [14]. There is, in fact, a version of the IFS theory, the Local Iterated Function
Systems theory that minimizes the problem by stating that the image parts do not need to
resemble the whole image but it is sufficient for them to be similar to some other bigger parts
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in it. It was Jacquin [15], who developed an algorithm to automate the way to find a set of
transformations, providing good quality to the decoded images.

The outline of the paper is organized as follows: the theoretical concepts of fractal
image coding are explained in Section 2, while a brief explanation of the methodology is
provided in Section 3. The core of this paper is Section 4, which discusses the algorithm.
In Section 5, the experimental results are described. Section 6, analyzes the security and
evaluates the efficiency of the proposed scheme, while a security comparison between the
proposed scheme and other password authentication scheme are presented in Section 7,
followed by a brief conclusion in Section 8.

2. The Fractal Theory

With the exponential development in the field of multimedia systems, the need for
storing images in less memory leads to a direct reduction in storage cost and faster data
transmissions. Fractal Image coding is a mathematical process used to encode bitmaps
containing a real-world image as a set of mathematical data that describes the fractal
properties of the image. Most data contains amount of redundancy, which can be removed
from storage and replaced for recovery [16]. Based on this reality and on Bernsley’s
assumption, many objects can be closely approximated by self-similarity objects which might
be generated by use of IFS, where the IFS can be seen as a transformation between the whole
and its parts, the fractal image coding evolved. Hence, the main problem that arises is how to
find these IFS transformation. It was Jacquin [15] who solved this problem by developing an
algorithm to automate the way to find these transformation based on the fact that different
parts of the image at different scales are similar and on the assumption that the image parts
do not need to resemble the whole image, but it is sufficient for them to be similar to some
other bigger parts in it. Using these advantages, the FIC became an inspiration for solving
several techniques whose main characteristic is the use of the similarity property in image
block [17].

2.1. Mathematics for Fractal Image Coding

The main idea of fractal image coder is to determine a set of contractive IFS transformation
to approximate each block of the image to generate the whole image. Some background for
fractal theory to understand the IFS and FIC are given as follows. A more detailed review of
the topics can be found in [18-20].

Definition 2.1. Given a metric space (X, d), the space of all nonempty compact subset of X is
called the Hausdorff space H(X). The Hausdorff distance h is defined on H(X) by

h(A, B) = max{inf{e >0; BC N.(A)},inf{e >0; A C N(B)}}. (2.1)

Definition 2.2. For any two metric spaces (X, dx) and (Y, dy), a transformationw : X — Y
is said to be a contraction if and only if there exists a real number s, 0 < s < 1, such that
dy(w(x;), w(xj)) < sdx(x;, x;), for any x;, x; € X, where s is the contractivity factor for w.

Theorem 2.3 (Fundamental Theorem of Iterated Function Systems). For any IFS w = {w;},i =
1,... N there exists a unique nonempty compact set A € R" the invariant attractor of the IFS, such
that A = w(A).
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Another important property (Theorem 2.4) of contractive transformations of a complete metric
space within itself is known as the contraction mapping theorem.

Theorem 2.4. Let w : X — Y be a contraction on a complete metric space (X, d). Then, there exists a
unique point xy € X such that w(xys) = xy. Furthermore, for any x € X, we have lim,, _, ,W*"(x) =
x ¢, where w°" denotes the n-fold composition of w.

Definition 2.5. Any affine transformation w : R> — R? of the plane has the following form:

@) =mEl=Cab

By considering a metric space (X, d) and a finite set of contractive transformation w, : X —
X,1 < n < N, with respective contractivity factors s,, we proceed to define a transformation
W : H(X) — H(X), where H(X) is the collection of nonempty, compact subsets of X, by

+

;]=A2+b, (1,0), (x,y) € R%. (2.2)

A=W(A) = (jwi(B) for any B € H(X). (2.3)
i=1

It is easily shown that W is a contraction, with contractivity factor s = maxi<y<nsn-
The mapping W is usually referred to as Hutchinson operator. It follows from the contraction
mapping theorem that, if (X, d) is complete, W has a unique fixed point A € H(X), satisfying
the remarkable self-covering condition:

Aﬂwm=6mmy (2.4)

i=1

However, given a set M, how can one find a contractive transformation W such that
its attractor A is close to M? To answer this question we have to apply the Collage Theorem.

Theorem 2.6. For a set M and a contraction W with attractor A:

h(M, W(M))

h(M, A) <
(M, 4) < 1-s !

(2.5)

where h is the Hausdorff Distance.

That is to say, M and A are sufficiently close, if M and W (M) are made close enough
in terms of w;, and combe the following two expressions:

W(M)=M, (2.6)

where,

N
W) = Jwi(M), (2.7)

i=1
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Figure 1: Domain and range illustration.

which implies

Jwi(M) = M. (2.8)

M can be partitioned as: M = (Y, m; and m; can be closely approximated by applying a
contractive affine transformation w; on the whole M, where, m; = w;(M).

2.2, Fractal Image Coding

The goal of FIC is to be able to store an image as a set of IFS transformation instead of storing
individual pixel data. We use a type of transformation called Partition Iterated Function
System (PIFS), because we work on a section of the image instead of the whole image.
The process of encoding the image M requires us to find a collection of contractive maps
wi, W, ..., wy, with W = Uw; and M as the fixed point (or attractor) of the map W. The
fixed-point equation M = W (M) = wi(M) U wp(M) U --- U w, suggests that we partition
M into pieces to which we apply the transforms w; to get back the original image M [21].
Let the metric space of a digital image be set by the pair (4, rms), where rms is the root
mean square metric instead of the Hausdorff metric discussed above to compress the image
M € p. Itis necessary to find W : uy — p, such that rms(M, W (M) = 0. This metric space is
determined by partitioning the original image M into a set R of nonoverlapping range blocks
that cover M and a set D of overlapping domain block that has twice the side of the range
blocks and must intersect M. The aim of FIC is to enable the collage theorem find the set of
IFS transformation W for the image M whose attractor looks like M. This theorem allows
also for the scaling factor in addition to rotations and reflections.

The question now, is how do we map domains to ranges? To find the corresponding
domain block for each range block, we have to test all the domain blocks. After we find the
optimized domain that minimize the rms distance, the coordinate of domain pixels will be
recorded in the compressed file. The illustration of “Domain” and “Range” can be shown in
Figure 1.
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Every pixel in the blocks is represented as a point P with the coordinates (X,Y, Z),
where X and Y represent the standard geometric position of P. The gray level of P is
represented by the Z-coordinate. To include the gray scale value 3-dimentional matrix is used.
The transformations are specified by

x a; b; 07 [x e
BEpe -
z 0 0 s;] |z 0;

where a,b, ¢, d, e, and f represent the scaling, rotation, reflection, and translation parameters,
and the gray scale is controlled by m(Z) = S - Z + O, where S is the contrast and O is the
brightness. The distance that we need to minimize is the distance between the gray scale
levels. S and O can be computed using the least squares regression:

R = D (s-ai+0-b)> (2.10)
i=1

The minimum of Rjs, occurs when the partial derivatives with respect to S and O are zero,
which result in

_ [n X abi - 3 ai 30, b
[n5ta® - (St @)’]

o= l I:ibl - Siai] . (212)
nlia i=1

S

(2.11)

The rms difference is calculated using

Risr = % [ib? -5 <siai2 - 2iai b; + 20iai> + o(no - 2ibi>]. (2.13)
i=1 i=1 i=1 i=1 i=1

Each range block is compared to all possible transformed domain blocks by calculating R,
to choose the one that minimizes Rj;.

The decoding process is much simpler and (starting with an initial image My—usually
a uniform grey or white image) can be achieved by iterating through the collection of
maps. On the first iteration, M1 = W(Mp), and on the second iteration, M, = W(M;) =
W (W (My)), and so forth. This process can be repeated until the attractor resembles the
original image.

3. Material and Methods

A message authentication code is a method by which two parties who share a common
secret key can exchange messages in an authenticated manner; namely, they can detect
modifications or fabrications by an unauthorized third party. The shared common key
between the two parties is usually chosen uniformly at random from the set of all possible
keys [22].
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3.1. Diffie-Hellman

Diffie-Hellman (DH) is a key-agreement algorithm invented by Diffie and Hellman [23],
involving exponentiation modulo a large prime number. It can be used for key exchange to
generate a secret key, but it cannot be used to encrypt and decrypt messages. The difficulty
in breaking DH is generally considered to be equal to the difficulty in computing a discrete
logarithm modulo a large prime number. This is summarized as follows, for the given p and
g, which are both publicly available numbers. Users pick private values a and b and compute
public values x = ¢ mod p, y = g” mod p. These public values are then exchanged. Compute
shared private key, k, = y* mod p, k, = x* mod p. algebraically, it can be easily shown that
k. = ky, which is a secret key that both parties computed independently [18].

3.2. Hash Function

Hash function is a public function that maps a message of any length into a fixed-length hash
value, which serves as an authenticator. It is a four-tuple (X, Y, K, H), where the following
conditions are satisfied [24].

(1) X is a set of possible messages.

(2) Y is a finite set of possible message digests or authentication tags.

(3) K, the key space, is a finite set of possible keys.

(4) For each k € X, there exists a hash function #S € H, such that #S: X — Y.

(i) It is very simple to find #S(x) = h., but it should be computationally

infeasible to find x given h. This is the “one-way” property.

(ii) For any given block x, it should be computationally infeasible to find x #y
with #HS(y) = H(x). This is called a non-collision property.

(iii) It should be computationally infeasible to find any pair (x, i) such that H#(x) =
H(y).

(iv) Finally the output of the hash function must be random. This property is called
random oracle.

Hash function represented in many areas of the information systems (e.g., password
identification, integrity control, database comparing, etc.). Through the hash function, a small
amount of data can be obtained from a large amount of data.

3.3. Optical Character Recognition

Optical Character Recognition (OCR) is a software designed to electronically identify and
translate printed or handwritten characters by means of an optical scanner. OCR is composed
of three elements: scanning, recognition, and reading text. The OCR software scans and
determines whether it is identifying images or text. Then, the machine determines letters
and words by recognizing their shape by repetitions or patterns of familiar forms as in the
following example [25].

My invention relates to statistical machines
of the type in which successive comparisons
are made between a character and a charac-
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My invention relates to statistical machines of the type in which successive comparisons
are made between a character and a charac-.

4. The Proposed Authentication Scheme

In this paper, a personal identification scheme based on the advantages of fractal image
coding is described. The system works on the binary image of the encrypted hash function
for the individual information. In an authentication process, the information of the individual
is compared with the information of every individual stored in the database. When the
matching factor crosses the determined threshold, the system verifies the individual as an
authentic user. Some of the notations used throughout this paper are described as follows:-

C: the client.

S: the server.

A: the attacker.

ID, PW: the client user name and password, respectively.

K: the shared key using Diffie-Hellman key exchange protocol.

HS: the hash function to be stored in the database.

Y (HS, K): the encrypted hash function using a non-linear equation.

IM: image created using any converter text to image software.

T: the set of the coefficient of the IFS transformation W, constructing using fractal
image coding scheme.

IM1: the decoded image that is generated using fractal image decoding scheme,
which is look likes IM.

X (Y, K): the decrypted hash using inverse nonlinear function.

4.1. The Proposed Method

Let us assume that the server generates a shared secure key K between the client and the
server using DH protocol. If the client C; wants to register with the server, the user name and
the password should be first submitted to the server database through a secure channel.

The proposed scheme consists of three parts: registration, login, and authentication,
they are described in detail as follows. The server and the client will share secure key K
using DH protocol.

4.1.1. Registration and Login

(1) In Client

(a) Enter the user name and the password (ID, PW).

(b) C sends to S the current request (login, registration, and change password).
(c) C calculates the PW hashing value HS(PW)

(d) The hash function HS is encrypted using nonlinear function to give Y (HS, K).
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(e) The ID and Y are captured in IM using a text to image converter.

(f) Calculate T, the matrix of the IFS transformation constructed from IM using
fractal image coding scheme.

(g) T is sent to S.
(2) In Server

(a) Decode T to find the attractor IM1 using fractal image decoding.

(b) Use OCR program to read the data in IM1 and determine ID, and the
encrypted Y.

(c) Use inverse function to decrypt Y and find HS,

(d) For each request status (registration, login, and change password), S is
authenticated as follows.

4.1.2. Authentication

(1) Registration

(i) S searching the database for ID.
(ii) If ID not found then return (User Name existed).

Else store ID and HS; in database and return (Successful Registration).
(1) Log in

(i) S searching the database for ID.
(ii) If ID not found then return (Wrong user name or password).

Else compare the received HS,; with stored one as follows.

If HSd = HS then return (successful login)
(4.1)
If HSd # HS then return (wrong user name or password).

(1) Change Password.

(i) S searching the database for ID.
(ii) If ID not found return (User Name is not available).

Else update the HS; value in database and return (change password succeeds).

4.2, Software Implementation

The algorithm and its graphic user interface Figure 2 are carried out using Java under Net-
Beans IDE 7. All the results have been obtained using a computer with the specifications
2.4 GHz Intel Cor i3 CPU and 4 GBRAM.
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| Password
Client En IERIE Server
Calculate Key Exchange | |27434464102694518401)
User N Al 1 Generate IM1 image from Client
i2ar Bame =5 Alice data using fractal decoding
..... lschema
Password | Authentication Result o
Login | Registration Successful Login Use OSR to read IM1 image
Change password
User Name |Alice

User Name |Alice J Password [2432938088135031142343833573)
Password [2034900760701467039649315172
LEE = Decrypt the Hashed Password

Captured the ID and the user Name [aice
‘ encrypted hash in IM image | Reset

Password [2034900760701467039649315172)

Convert image to code (
\ using Fractal Image Coding | |

i Verify Authentication
|

Figure 2: User Interface for password authentication using fractal image coding software.

Alice Alice

46552854619273 46552854619273
53461123388168 53461123388168
81750585683528 81750585683528

05394009720976 (5394009720976
64207062 6420706

() (b)

Figure 3: User name and hashed password.

Example 4.1. This is an illustration example for the scanned image (IM) using text to image
mechanism in Figure 3(a), and the approximate image (IM1) using fractal image coding
Figure 3(b).

5. Experimental Results

As indicated in Table 1 and Figure 4, the performance evaluation of the proposed scheme
in terms of performance time and captured image size against the key size is shown. It
is to conclude that the registration and login time changes is directly proportional with
the key size, while the authentication time is depending on the number of users which
were registered in the server. The proposed password authentication is a novel fractal
based scheme which provides secure transmission of credential message over insecure
communication channel. The registration and login phase in client side performs four steps:
the password is hashed, encrypted, captured as an IM image, and then transformed to IFS
codes using FIC scheme. Whereas, it performs three steps in server side, which are generating
IM1 attractor using FID, reading data using OCR, and finally decrypting these data to find
the hash function, to be used with the ID, either for authentication, or registration, depending
on the request case.
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Table 1: Performance time for different key size.

11

. . Login time in Login time in Authentication IM-IM1 image
Keysize  Key generation Ci(;ient side s;grver side time size in kb 8
256 32 11387 8275 27 12-89
512 117 16615 11214 31 21-158
1024 581 18514 11336 29 32-246
2048 3141 20559 12012 22 44-301
4096 14983 21673 12643 30 52-327

Phases execution time
2500000
- 2000000
£ 1500000
£ 1000000
B 500000 |-
0 = = %
256 512 1024 2048 4096
Server login time 0 25 37 82 295
—— Key generation time 49 177 2014 19470 350983
—#- Client login time 1188 6196 41245 310278 2330175
—— Authentication time 27 31 29 22 30

Figure 4: Comparison between phases in terms of execution time.

The program is designed to present error messages for certain cases as follows.
(i) The user enters wrong user name or password.
(ii

(iii

The user tries to register using ID which have been used before.

The algorithm is vulnerable to some attaches that try to change the data.

)
)
)
(iv) The OCR program resulted in wrong reading.

All these error cases can be expressed in the program by “wrong user name or password,” or
“the user is already exist.”

The time in Table 1 are listed in milliseconds (ms). The result shows time needed in
each phase for different key size.

6. Security Analysis

If we assume that an attacker A has a total control over the communication channel between
Cand S, this would mean that he can insert, delete, or change any message in the channel. The
first step in the proposed system is the registration process. If the attacker masquerades as C
and tries to change the ID or the PW and registers in the database using the wrong ID and PW,
this does not give any advantage due to the lack of information in the stolen page at this stage.
Therefore, the attacking process in this part is not feasible and the authorized user will have to
reregister again. We conclude that the main goal of the attacker is to get the PW. Any attempt
to change the ID will do nothing. If the attacker is skilled enough to recover the original
image, using fractal image decoding, he will get an encrypted hash with a nonlinear function
for two variables Y (K, HS(PW)), where K is DH key exchange and HS(PW) is one way hash
function of the user password, which is infeasible to be solved with exact values. The use of



12 Journal of Applied Mathematics

Alice Alice Alice

81388814059519 25696288535346 57271335886583
11705869961203 02920919364422 05090412657247
32552858554875 42684818080376 61710205683940
89542238030604 38349532462979 71407341809713
6942460 52785171 56630592

Figure 5: Different login attempts.

secured shared key DH that is based on the difficulty of discrete logarithm problems and it
is computationally infeasible (unsolvable in polynomial time) for large prime number has a
significant impact. This is in regard to increasing the security of the proposed scheme to resist
many types of attacks over unsecure network.

The security analysis for the proposed scheme is discussed in details to show that the
scheme withstands most of the following known attacking methods.

Password Guessing Attacks

The vulnerability to the attack happens in most passwords. When the ID of the client is
known, then the attacker tries to guess the password to verify the correctness of his guess.
To use this kind of attack, there are two ways, either the attacker tries to guess the password
PW’ from the dictionary and login using the known ID to verify the correctness of his guess,
he stops when PW’ = PW. In our scheme this is almost impossible, because the server will
block this account after ten wrong login tries or if the attacker is knowledgeable enough and
can intercept T from open network to decode T and find IM1 using fractal image decoding
(FID). Eve can use opened OCR to read the data in IM1 and determine the ID and encrypted
Y. Then, he should decrypt Y and find the Hash that should be used to guess PW, he stops
when HS(PW) = HS(PW’). Hence, it is not easy for Eve to use inverse function to decrypt Y
and find Hash, because Y is encrypted using two variables K and HS. Finding these two
values depends on solving numerically the nonlinear function to recover the unknown’s
approximately, and that will involve truncation and cumulative errors. Regarding the value
K, it is a secure value for large key size, while it is known only to the client and the
server exclusively. In addition to unrepeatable property in each login (i.e., a different key
is generated with each login). Moreover, for the second value HS, it is also not easy to be
found, due to their properties that it should be computationally infeasible to find x # y with
HS(x) = HS(y). Therefore, even if the attacker can find the hash, it is infeasible to find PW
from the HS, and he will not be able to use this HS for authentication, because the server is
designed to receive an encrypted hash not cleared hash, this value is decrypted to result in
an unknown value. From the above we conclude that the proposed scheme is secured against
password guessing attack.

Replay Attack

It is an attack in which an adversary impersonates another legal user through the reuse of
information obtained in a protocol. In password authentication scheme, it is concerned with
the case of attempts of an unauthorized user to impersonate an authorized one, by replaying
the invalid message that is previously intercepted to the server. In our proposed method let
us see Figure 5 for more details.

In this example, we showed that, for the same user in three different login attempts, a
different message has been generated. This means that for the same user the login message
is not repeatable, and it is infeasible to find two similar messages for any login session. If
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the attacker Eve tries to intercept the captured message T from the login session and tries to
resend it to the server again, the server will not authenticate the replayed message, because
the key is changed in each login session. For this reason the proposed scheme is secured to
the replay attack.

Denial of Service Attacks

In this attack, false verification information can be updated (applied) by the attacker for more
than ten times, and as a result, the legal user will be blocked, and will not be able to login
successfully anymore. The most vulnerable procedure is the password changing phase. In
our scheme this phase is performed on the client side. While, the server should authenticate
the user with the security question using the proposed secure scheme before starting the
change password process; that is, it will help to enhance the security of password changing.
The attacker is not able to modify data on storage, because only the authorized user is able
to change the password. This is due to the security question that is preagreed before between
the legal user and the server, as well as the difficulty of knowing the encrypted key.

Stolen Verifier Attack

One of the common features of password authentication schemes is the secure storage of
the verification table in the server. If this table is stolen by the adversary, the system will be
partially or totally broken. In the proposed scheme, the password is stored in the verification
table as hashed value. Any attempt from the attacker to steel these data will do nothing,
because these data is not stored explicitly. The strategy in the server is designed to receive
an encrypted hash not an explicit hash, as result it will end with decrypting this information
to unknown value, and this will cause failure in authentication process. So our scheme is
secured against this attack.

Man in the Middle Attack

The proposed scheme is invulnerable to this attack, because when an adversary intercepts the
message to prevent it from transmitting to server, this message is used later to impersonate
the user to the server by the adversary. The server will not authenticate him, because if the
user tries to reuse the information he will need time to steel the information and create the
IM1 using FID, he uses OCR to read this information to recreate a new image IM2, then
convert it to T1 (IFS codes). In this case, the time needed is very long and more than enough
for the server to consider the current login session as expired. Hence, the attacker should start
new login session which is impossible due to lack of information that he has.

7. Security Comparison

Password authentication schemes are the simplest and convenient schemes that provide the
legal user a secure use of the server resources. The first scheme is suggested by Lamport [2].
It is a hash-based password authentication scheme. The researchers proved later that this
scheme is vulnerable to some attacks, in addition, it uses high hash computation, and
has password resetting problem. To overcome these drawbacks, Peyravian and Zunic [26]
proposed a scheme that employs only hash function, which is simple and straight forward
for applications. Later on, some researchers showed that this scheme is vulnerable to guessing
attack, denial of service attack (DoS), stolen verifier attack, and many others. They tried to
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Table 2: Security comparison of the proposed scheme against some password authentication scheme.

Our proposed method Lamport [2] Hwangand Li’s [4] Leeetal.’s [8]

Guessing attack Yes No No Yes
Replay attack Yes No No Yes
Stolen-verifier attack Yes No Yes Yes
Denial of service attack Yes No Yes Yes
Man in the Middle attack Yes No No No

make some improvement to eliminate the weaknesses in this scheme, but to no vail. One
of the common features of these schemes is the use of the verification table, which should be
securely stored in the server. To overcome the drawbacks in these types of methods, password
authentication mechanism is directed toward schemes based on smart cards strategy. It is to
provide mutual authentication over insecure network, where the authentication is performed
easily using a memorable password and without using verification table.

The first novel user authentication scheme using smart card was proposed in 2000 by
Hwang and Li [4]. Later on, many researchers proposed several smart card based scheme,
where each of them has its pros and cons. Some of these studies made improvements on
Hwang scheme; however, most of them are still vulnerable to replay attack, reflection attack,
DoS attack, guessing attack, parallel session attack, and many others. In addition, the existing
smart card-based scheme is vulnerable to stolen/lost smartcard attack. Therefore, if any
adversary steals a smartcard of a legitimate user, he can use it to impersonate as a legal client.

Since computing resources have grown hugely, there is always growing demands
for emerging methods to enhance the security of password authentication protocols to be
able to meet security requirement of modern application. Authenticated method based on
physiological (biometric) features is considered a good alternative upon physical (smartcard)
or knowledge (ID systems) authentication schemes. This is due to reliability (cannot be lost,
forgotten, or guessed), in addition to its ease of use (there is nothing to be remembered or
carried). These methods are based on distinguishing human features, the most common
used biometric features are face, fingerprint, iris, voice, and palm print, and so forth.
Authentication schemes based on fingerprint are given more attention than any other.
Many Biometric-based password authentication scheme have been proposed. In 2002, Lee
et al. [8] proposed a remote user authentication scheme using fingerprint and smartcards.
Unfortunately, some researchers later on, showed that this scheme is vulnerable to some
attacks even with the improvement that achieved. These methods are more costly and require
specialized hardware.

However, in this paper, we proposed a novel password authentication scheme based
on IFS theory. It enables us to represent an image in a compact way by means of a limited
number of affine transformations. The proposed scheme is analyzed in details to show that
it is invulnerable to many attacks, which can give us high security and few drawbacks. A
security comparison of the proposed scheme with the Lamport [2], Hwang and Li [4], and
Lee et al. [8] scheme from the attacker point of view is performed and summarized in Table 2.
The proposed scheme is relatively more secure and less costly than the other schemes.

8. Conclusions and Future Works

A password authentication system based on the advantage of fractal image coding is
proposed. The system works on the captured binary image of the client information (ID, PW).
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After the password is hashed and encrypted, it is coded using FIC scheme and send it to
the server instead of the image itself. The successful matching is performed at the server
to verify the client user after the ID is recognized, and the hash is decrypted to be verified
with the saved hash in database system. The security strength of the scheme relies on the
security of the hash function, and DH protocol that is used as a key exchange in encryption
and decryption of HS(PW), in addition to the complexity of the FIC scheme. We conclude that
the proposed scheme is nontraditional password authentication, flexible to improvement, in
addition to many other attributes, such as the following.

(i) The user cannot freely change the password without connecting to the server (i.e.,
only the authorized user is able to change the password), because of the security
question that is preagreed before between the legal user and the server, as well as
the difficulty of knowing the encrypted key.

(ii) The scheme has a facility of access denial or blocked any unauthorized user whose
try to use wrong password for more than ten trials.

(iii) The scheme is secured against guessing, replay, denial of service, stolen-verifier,
parallel session, and many other attacks.

(iv) The uses of FIC offer an advantage to increase the security because of the use of the
fractal codes instead of original image.

(v) The server closes the session whenever it takes more than the usual time and will
request a new session.

All of these points are considered an advantage, whereas, there is also some of
disadvantages of using this scheme, such as: it is a little bit time consuming in comparing
to some other schemes, that is due to using fractal image coding and decoding process,
in addition to the nonaccurate reading of the OCR system, that may happen rarely. This is
caused by using nonefficient OCR program, because the generated image is an approximate
image not an explicit image. The proposed scheme provides mutual authentication between
the client and the server. It establishes a common session key that provides confidentiality.

For future work, the scheme can be improved to be more secure and invulnerable to
many types of attacks, if the encryption process is performed for the IFS codes after applying
FIC scheme instead of its current use for the hashed password. With these improvements
both the ID and the PW will be hidden, not the password only as in the current case.
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