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A new construction of authentication codes with arbitration and multireceiver from singular
symplectic geometry over finite fields is given. The parameters are computed. Assuming that
the encoding rules are chosen according to a uniform probability distribution, the probabilities
of success for different types of deception are also computed.

1. Introduction

Let S, E7, Eg, and M be four nonempty finite sets, and let f : Sx Er — Mand g: M xEg —
S U {reject} be two maps. The six-tuple (S, Er, Er, M, f, g) is called an authentication code
with arbitration (A2-code) if

(1) the maps f and g are surjective;

(2) forany m € M and er € Er, if thereisa s € S, satisfying f (s, er) = m, then such an s
is uniquely determined by the given m and er;

(3) p(er,er) #0 and f(s,er) = m implies g(m, eg) = s, otherwise, g(m, eg) = {reject}.

S, Er, Eg, and M are called the set of source states, the set of transmitter’s encoding rul-
es, the set of receiver’s decoding rules, and the set of messages, respectively; f and g are called
the encoding map and decoding map, respectively. The cardinals |S|, |E7|, |Eg|, and |M| are
called the size parameters of the code.

In [1], Simmons introduced the A%-code model to solve the transmitter and the recei-
ver’s distrust problem. In [2—4], some Cartesian authentication codes were constructed from
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symplectic and unitary geometry; in [5-7], authentication codes with arbitration based on
symplectic and pseudosymplectic geometry were constructed.

The following notations will be fixed throughout this paper: p is a fixed prime. F,
is a field with g elements. V = F,;zm) is a singular symplectic space over F; with index ».
e; (1 <i<2v+1)isrow vector in V whose ith coordinate is 1 and all other coordinates are
0. Denote by E the I-dimensional subspace of V generated by e€py.41, €2y+2, - - -, €2v4+1. K; denotes
the matrix

0 I™® o
-1 o0 0 |. (1.1)
0 0 0o®

For more concepts and notations used in this paper, refer to [8].
In an authentication system that permits arbitration, the model includes four atten-
dance: the transmitter, the receiver, the opponent, and the arbiter and includes five attacks.

(1) The opponent’s impersonation attack: the largest probability of an opponent’s suc-
cessful impersonation attack is P;. Then,

P; = max (1.2)

|eREER|eRCm|
meM ’

|ER|

(2) The opponent’s substitution attack: the largest probability of an opponent’s suc-
cessful substitution attack is Ps. Then,

Ps = max{ (1.3)

maXy #memler € Er | er Cm, eg C 1|
meM '

|€REER|(3RCTI’I|

(3) The transmitter’s impersonation attack: the largest probability of a transmitter’s
successful impersonation attack is Pr. Then,

(1.4)

{maxmeM, er¢gm|{er € Er | er Cm, p(eg,er)#0}| }
Pr = maEx
ereLr

|{er € Er | p(er,er) #0}|

(4) The receiver’s impersonation attack: the largest probability of a receiver’s success-
ful impersonation attack is Pg,. Then,

(1.5)

Pr, = max
0 er€ER

maxmem |{er € Er| er C m, p(er,er)#0}|
|{€T € Er | P(eRleT) #O}l
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(5) The receiver’s substitution attack: the largest probability of a receiver’s successful

substitution attack is Pg,. Then,

er€ER, meM

{maxmreMHeT € Er | er cm,m', p(eg,er)#0}| }
Pg, = max

|{er € Er | p(er, er) #0}|

Notes

p(er, er) #0 implies that any source s encoded by er can be authenticated by ex.

2. The First Construction

(1.6)

In this section, we will construct an authentication code with arbitration from singular sym-

plectic geometry over finite fields.

Assume that 25 < 259 < mg < v +my, my <2v—1and 1 < k < I. Let P be a subspace

(01,02, €241) of type (3,0,1) in Ffwl), and let Py be a fixed subspace of type (mg + 1, so,1)

which contains P and orthogonal to ©,, but not orthogonal to v;.
Our authentication code is a six-tuple

(S, Er, Er, M; f, ),

where the set of source states

S = {s | s is a subspace of type 2s+1+k,s,k), pCsC Po},
the set of transmitter’s encoding rules:

Er = {er | er is a subspace of type (5,2,1), erN Py = P},

the set of receiver’s decoding rules:

Eg = {er | er is a subspace of type (2,1,0), ex NPy = ( v2)},
the set of messages:

M = {m | m is a subspace of type (2s +3 +k,s+1,k),P Cm,

mémt,mnNnPisa subspace of type (2s+1+k, s, k) },

the encoding function:

f:SxEr— M, (s,er)—m=s+er

2.1)

(2.2)

(2.3)

(2.4)

(2.5)

(2.6)
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and the decoding function: g: M x Egx — S U {reject},

s if eg C m,where s =mn P,
(m, eg) — (2.7)

{reject} if ergm.

Assuming that the transmitter’s encoding rules and the receiver’s decoding rules are
chosen according to a uniform probability distribution, we can prove that the construction

given above results in an A%-code.

Lemma 2.1. The six-tuple (S, Er, Er, M, f, §) is an authentication code with arbitration; that is
(1)s+er=me M, foralls € Sand er € Er;
(2) for any m € M, s = m N Py is uniquely information source contained in m and there is

er € Et, such that m = s + er.

Proof. (1) Let s be a source state, that is, a subspace Q of type (2s + 1 + k, s, k) containing p
and contained in py. Write E, Q as

€20+1 Qo

€20+i, vy
E=| | Q= , (2.8)

: 2

2‘U+ik Ek

which satisfies
0 I(s—l)
iy (G 0
0 1 .
QK,Q' = 1 0 (2.9)
0

Let er be a transmitter’s rule, that is, a subspace R of type (5,2,1) containing P and
RN Py = P. So, there exists uy, u; € R, such that R = (v, v,, U1, Uz, ez,41) and

0 16D \

—[(s-1) 0
0 1 0 * =«
T -1 0 0 1 0
QKQ" = 0 0 0 0 1 (2.10)
* -1 0 0 O
0 0
1 1
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Therefore, M = Q + (u3,uy) is a subspace of type (25 + 3 + k, s + 1, k) which contains P and
MNP, = Qisasubspace of type (2s+1+k, s, k), and is not orthogonal to v,, hence a message.

(2) Now, let m be a message; that is, m is a subspace M of type (2s+3+k, s+1, k) which
contains P and intersects Py at a subspace of type (2s + 1 + k, s, k), and is not orthogonal to
v,. By definition, Py contains (v1, vz, eav41), 50 P C MNPy = Q, so Q is a source state. Since
M # Py, there exists uy, u; € M but uy, uy € Py such that M = Q + (uy, up). We have to show
that there exists u;, u, € M such that R = (v, v, u1, s, €2041) is a subspace of type (5,2,1),
hence a transmitter’s encoding rule.

Assume that R = (v1, vy, U1, U, €zv41) has been set; if R is a subspace of type (5,2,1),
then we are done. So, suppose that R is not a subspace of type (5,2,1). Since v, € Q* and
v, € M+, we must have that v, K luf #0 or v, K lug #0. Without loss of generality, let v, K lug =
1. If we also have v,Kju! = 1, replacing u1 by u1 — u, we get v, Kjul = 1 and v,Kjul = 0.
Since R is not a subspace of type (5,2, 1), certainly v;K;ul = 0. Note that Q is a subspace of
type 2s+1+k,s,k), v1 € QL, so there exists a vector w € Q such that 1 KTt =1. Replacing
u1 by w + uy, we have v Kjul =1, v Kjul =0 (v, € Q). Then, R = (v1, 0, 11, Uz, €2911) is a
subspace of type (5,2,1), and M = Q + R, hence R is a transmitter’s encoding rule.

If there is another source state Q' such that M = Q'+ R, we have that Q' c MNPy = Q.
by Q' ¢ M,Q' C P. Since dim Q' = dim Q =25+ 1+k, so Q' = Q. This implies that the source
state Q is uniquely determined by M. O

Let n; denote the number of subspaces of type (2s + 1 + k, s, k) contained in (vz>L
and containing P, n,, the number of subspaces of type (g + [, so, 1) contained in (7)2)L and
containing a fixed subspace of type (2s+1+k, s, k) as above, and n3, the number of subspaces
of type (myg + 1,9, 1) contained in (v,)* and containing P and not contained in (v )t

Lemma 2.2. One has

m =g g IR N (@2(s - 1),s - 1; 2(v-2)) - N(k-1,1-1),

2.11
ny=N(my—(2s+1),s0—s; 2(v—s-1)), @11)
ny = @V g® D U N(my - 3,50 - 1; 2(v - 2)).

Proof. (1) Computation of n;.
By the transitivity of Spa,i(F;) on the set of subspaces of the same type, we can assume that

U1 _(1 0o 0 0 0 O 0) (2.12)
o 01 0o 00 0 0/
1 1 v-21 1 v-21

Let Q be a subspace of type (25 +1+k, s, k) contained in (v;)* and containing P. There
exists a u € Q such that v; Kju! = 1. We may assume that u = (0,0,Ry,1,0,R,,0,0, R3). So, Q
has a matrix representation of the form

1 0 O

0 0 0 0 .
01 0 0 0 0 O 0 0 .
o - 0 0 Rf 1 0 R 0 0 Rs .
0 0 Q@ 0 0 Q O 0 Qs e 2" (2.13)
00 0 0 0 0 1 0 0 .
0 0 0 0 0 0 O %D o ko1
1 1 9-2119v-21 k-1 1-k -
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It is easy to verify that Q;, Q> is a subspace of type (2(s — 1),s — 1) in the 2(v — 2)-

dimensional symplectic space. The number of this kind of subspace is denoted by N (2(s -
1),s - 1; 2(v —2)), Qs arbitrarily. Furthermore, we may take (Q1, Q», Q3) as

I o0 0 0 0
0 0 IH 0 0 (2.14)

s-1 b s-1 b I-k

to compute 17, where b = (v — 2) — (s — 1). Since Q has a matrix representation of the form

1 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0
0 0 0 ay 1 0 0 b4 0 0 C3
Q=0 0 Y 0 0 0 0 0 0 0 0 |,
0 0 0 0 0 0 1Y 0 o0 0 0 (2.15)
0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 &1
1 1 a b 1 1 a b 1 k-1 I-k
wherea=s-1and b =v —-s -1, we have that
ny =@ g VERN U N©2(s-1),5-1; 2(v-2)) - N(k-1,1-1). (2.16)

(2) Computation of ny.

Let U be a subspaces of type (119 +1, 50, 1) contained in (v, )" and containing a fixed subspace
of type (2s + 1 + k, s, k) which contains P, similar to (1), we may assume that U has a matrix
representation of the form

1 0 0 0 0 0 O 0 0
0 1 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
uUu=|10 016 0 0 0 0 o 0 |, (217)
0 0 0 0 0 0 I o0 0
o0 0 P OO0 0O P O
0 0 0 0 0 0 0 0o IV
1 1 a b 1 1 a b l

where a = s-1,b = v —-5-1, so (P, P,) is a subspace of type (my — (2s + 1), 59 — s) in the
2(v — s — 1)-dimensional symplectic space. We have that

ny=N(my—(2s+1),s0—s; 2(v—-s5-1)). (2.18)
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(3) Computation of ns.

By the same method as that of (1) and (2), let U, be a subspaces of type (1 +1, 59, [) contained
in (vy)*, containing P and not contained in (v, )yt We may assume that the subspace has a
matrix representation of the form

1 0 0 0 0 O 0
01 0 0 0 O 0
U= 0 0 A 1 0 A 0
00 O+ 00 Q © (2.19)
o 0 o 0 o0 o IO
1 1 v-21 1 v-2 I

So, the number of the subspaces (Q1, Q) is denoted by N (my—3,s0—-1; 2(v—-2)). Then,
by the transitivity of szHl(Fq) on the set of subspaces of the same type, we can assume that

1 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 a 1 0 0 by bs 0
U= 0 0 I 0 0 0 0 0 o o 0 |,
0 0 0 0 0 0 0 I&®DH o 0 0 (2.20)
0 0 0 I 0 0 0 0 0 0 0
0 0 0 0 0 0 O 0 o o0 IO
1 1 c a b 1 1 c a b 1

where c =sg—1,a =my—2sy—1,b =v —my + sy, as, by, bs arbitrarily. We may get

ny = g® D N (mg - 3,50 — 1; 2(v - 2)). (2.21)

Lemma 2.3. The number of the source states is

|S| — q(mo—25—1)+(23—1)(l—k)

N@2(s-1),s=1; 2(v=2))-N(my—(2s+1),s90—s; 2(v—-s-1))-N(k-1,1-1)
' N(my—-3,50-1; 2(v-2)) '
(2.22)

Proof. Since |S| is the number of subspaces of type (2s + 1 + k, s, k) contained in Py and con-
taining P, we have |S| - n3 = n; - ny. O

Lemma 2.4. The number of the encoding rules of transmitter is

|Er| = q(m073)+2(v—2)+2(171) ) <q2v7m071 _ 1>_ (2.23)
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Proof. Since |Er| is the number of subspaces of type (5,2,1) contained in Py and containing
P, let R = (v1,vs, U1, Uz, €241 ), Where UlKlu{ = l,szlug =1, and (v, u1) L (v, uz). By the
transitivity of Spa,.1(F,) on the set of subspaces of the same type, we can assume that

U1 = (1/O/OIOIOIOIOIOIOIOIOIO)I
Uy = (Or 110/0/0/0/0/0/0/0/010)/
ex+1 = (0,0,0,0,0,0,0,0,0,0,1,0),

1 0 0 0 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0 0 0 0

0 0 0 0 0 1 0 0 0 0 0 (2.24)
Pb=| 0 0 I®&D 0 0 0 0 0 00 0 |

0 0 0 0 0 0 0 I 0 0 0

0 0 0 I 0 0 0 0 0 0 O

0 0 0 0 0 0 O 0 0o 0 IV

1 1 c a b 1 1 c a b 1

where ¢ = s9p—1,a = my—2sp—1,and b = v —mg + so. Therefore, u; and u, have the respective
forms:

uy = (0,0,a3,a4,as,1,0,b3,bs,b5,0, ),
(2.25)
Uz = (0/ 0,¢3,¢4,¢5,0, 11 d3r d4/ d5/ 0, 82) .

Note that u, ¢ Py and dim(RNpp) = 3, so the vector u; cannot lie in Py. Then, as, by, b5 cannot
equal zero at the same time. Thus, the number of u; is g0=3+(-D (g?-m0-1 _1) and that for u,
is g?-2+(-1); we may get

|ET| — q(m0—3)+2(v—2)+2(l—1) . <q2v—mg—1 _ 1) (226)
O
Lemma 2.5. The number of the encoding rules of receiver is

|Egl =" 4. (2.27)

Proof. |Eg| is the number of type (2,1,0) intersecting Py at (v2). Let H = (v, u), where
v Ku® =1. Following the notion of Lemma 2.4, hence u has the form

u = (ay,0,as, a4,as,b1,1,b3,by,bs,c1). (2.28)

Clearly, u ¢ Py. The number of u is g% - 4!, that is,

|Er| = g*2- 4. (2.29)
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Lemma 2.6. For any m € M, let the number of er and er contained in m be a and b, respectively.
Then,

a= q4s—3+2(k—1) 3 (q _ 1)/ b

q25+1 . qk' (230)

Proof. Let M be a message, and Q = M N P, then Q is a source state contained in M. By
Lemma 2.1, we may get a transmitter’s encoding rule R contained in M. Let R = (v1, v,
Uy, Uy, €1 ). Here, M = Q + (u1,u2>,sz1u§ = 1. Following the notation of Lemma 2.4, we
can assume that Q has a matrix representation of the form

10 0 O0O0OOOO O O0O0O0OTO0O O 0

01 0 00 O0O0OO0O O O0O0O0O0O ©O0 0

0o 0 0 O0O0O0OT1O0 O O0O0O0OTO0O O 0

Q=0 o016 00 000 0 0O0O0OTO0O O 0 |, (231)

00 0 0 00 O0 O0 I 0 0 0 0 0 0 '

0 0 0 00 O0O0OO0O O 00 01 0 0

0O 0 0 00 O0OO0OO0O O OO0 O0 0 I o

1 1 d c a b 1 1 d c a b 1 k-1 I-k

where a=mg—-2so—1,b=v+sy—m,c=5sy—s,and d = s—l.Byszlug =1 and R being the
subspace of type (5,2,1), we can assume

u; = (0/ 0/ as, a4, ds, de, blr 0/ b3r b4/ b5/ b61 01 er f3)1

(2.32)
Uy = (O, O, C3,C4,C5,Céq, dl, 1, dg, d4, d5, d6, O, 2, g3),
where b; #0. Then,

/ 1 0 0 o 0 0 0 O 0 0O 0 o0 0 0 0 \
0 1 0 o 0 0 o0 O 0 0O 0 o0 0 0 0
0 O 0 o 0 o0 1 0 0 0O 0 o0 0 0 0
0 0 IV 0 0 0 0 O 0 0O 0 0 0 0 0

M= 0 0 0 0 0 0 0 0 IV 0 0 0 O 0 0 |,

0 0 0 O o 0 0 O 0 0O 0 0 1 0 0
oo 0 0 0 0 0 0 O 0 0 0 o0 I®D o0
0 0 as as as ag bl 0 b3 b4 b5 b(, 0 fz f3

\ 0 0 C3 Cy4 Cs Ceq dl 1 d3 d4 d5 d6 0 2 3
1 1 d c a b 1 1 d c a b 1 k-1 I-k

(2.33)

wherea=my—-2sg—-1,b=v+sp—-m,c=sp—s, and d =s-1.

(1) Note that M is fixed, so, for uy, the a4, as, ag, bs, bs, bs, and f3 are fixed and, for u,,
the cs, ¢s, cs,da, ds,ds, and g are fixed. Therefore, the number of u; is g2s~D+*=1 .
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(g—-1) and the number of u, is g>¢D*(k-D*1 Then, the number of er contained in m

1S

a= gD (g-1). (2.34)

(2) Let H = (vy,u) be a receiver’s encoding rule contained in M, where v, Kju® = 1.
Clearly, u ¢ Q, then we can assume that u has the form

u = (h1,0,h3, hy, hs, he,i1,1,13,14,15, i, j1, j2, J3)- (2.35)
Note that
(ha, hs, he, s, 5,16, j3) = k(as, as, ae, ba, bs, be, f3) + (ca,¢s,¢6,da, ds, de, g3), (2.36)

where k € F;. Therefore, the number of (hy, hs, he, 4,15, 16, j3) is g. Then, the number of eg
contained in m is

b= q- qz . qz(s—l) .qk — q25+1+k_ (2_37)
O
Lemma 2.7. The number of the messages is
S||E
M| = |SIIEx (2.38)

gis k21 (g~ 1) :

Proof. For any m € M, there is uniquely s € S and er € Er satisfying m = s + er; the number
of er is a. Thus,

|SI|E7| ISIEx|
IM| = = . (2.39)
a g 20D (g = 1)

Lemma 2.8. (1) For any er € Er, the number of eg contained in er is g°.
(2) For any eg € Eg, the number of er containing eg is (g*~* — g™~%) - g'~1.

Proof. (1) Let R be a transmitter’s encoding rule; we can assume that R = (v1, vy, u1, Uz, €241 ).
Here, szlug = 1,01K1uf =1, and (v1,u1) L (vy,up). Then, the receiver’s encoding rule H
contained in R should have the form H = (v, k1v1 +kouy +us + ksezyi1), where ki, ko, ks € F,.
So, the number of H is g°.

(2) Let H be a receiver’s encoding rule, and H = (v,, u), where v, Kju®l = 1. Therefore,
(v1,v2,U, €2,41) is a subspace of type (4,1,1). The number of subspace (v1,v2, 1, 11, €2y+1) Of
type (5,2,1) is g*~*- g'~!. Here, v1Kjul #0. Note that v, € Py and vy ¢ p;. It is easy to see that
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the number of u; € Py such that (v1,v;,u1, e,41) is a subspace of type (4,1,1) is qmﬂ’f’ . qH.

So, the number of transmitter’s encoding rules er containing H is (g?"~* — g¢"™73) - g O

Lemma 2.9. For any m € M and er C m, the number of er contained in m and containing eg is

q2(s—1)+(k—1) . (q _ 1). (2.40)

Proof. Let M be a message, and let H = (v,, u) be a receiver’s encoding rule contained in M;
we can assume that u = (0,0,0,0,0,1,0,0,0,0,0,0), and M has a matrix representation of the
form

1 0 0 0 0 0 0 0 0 0 0 \
0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0
0 0 I&D 0 0 0 0 0 0 0 0
M=|0 0 0 0 0 0 IEY 0 0 0 0 |, (2.41)

0 0 as as b1 0 b3 b4 0 fz f3 ’
0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0

\ 0 0 0 0 0 0 0 0 0 I®D o
1 1 a b 1 1 a b 1 k-1 I-k

where by #0,a=s—-1l,and b=v-s-1.

Note that M is fixed, so ay, by, f3 are fixed. Assume that R is a transmitter’s encoding
rule contained in M and containing H. Let R = (v1, vy, u, 11, €y+1), Where lelu{ #0. Thus,
u1 has the form

u1 = (0,0,¢3,¢4,d1,0,d3,d4,0, 2, 83), (2.42)

where d; #0. Note that (c4,ds, g3) = k(as, by, f3) and w3 & Py, so k #0. Hence, uy, ¢4, ds, and g3
are fixed. Then, the number of u; is g>¢~D**-1). (3 -1); that is, the number of R is g>s~D+k-1).
(g-1). O

Lemma 2.10. Assume that my and my are two distinct messages which commonly contain a trans-
mitter’s encoding rule ef.. sy and s, contained in my and my are two source states, respectively. As-
sume that s = s1( sz, dim sy = ky, then 3 < k; <2s + k, and

(1) the number of eg contained in my (\my is g~;

(2) for any eg C my (\ my, the number of er containing eg is g<1=*.
Proof. Since my = s1 + e’T, My = Sy + e'T, and m; # my, then s1 # s5. Again because of s; O Py and

s2 D Py, 3 < ki <2s+k.Fromm; = s;+e}. = so+5;+er, it is easy to know that m; (\my = so+e7.
Therefore,

dim<m1 ﬂ m2> = dim sp + dim ¢ — dim (so ﬂ e}) =ki+5-3=k; +2. (2.43)
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(1) By the definition of the message, we can assume that m; and m; have the form as
follows, respectively:

1 0 O 0 0 0 0 1
0 1 0 0 0 O 0 1
0 0 0 1 0 O 0 1
m =0 0 A 0 0 A 0
0 0 a 0 1 a 0 2(51— 1), (2.44)
0 0 by by 0 b 0 1
0 0 0 0 0 0 Aj ]
1 1 v-2 1 1 v-2 1
where by #0,
1 0 O 0 0 O 0 1
0 1 0 0 0 O 0 1
0O 0 0 1 0 0 0 1
m =] 0 0 B 0 0 B 0
0 0 o 0 1 o 0 2(s1 1), (2.45)
0 0 ds dy 0 dg 0 1
0O 0 0 0 0 O Bs I
1 1 v-2 1 1 v-2 1
where dy #0. Thus,
1 0 O 0 0 o0 0 1
0 1 0 0 0 o0 0 1
0O 0 0 1 0 O 0 1
mq ﬂ mp; = 0 0 D1 0 0 Dz 0 _
00 f 0 1 f 0 2(s1 1), (2.46)
0 0 o @ 0 % 0 1
0O 0 0 0 0 O D3 ]
1 1 v-2 1 1 v-2 1
where g4 #0. Since dim(m; Nmy) = ki + 2, therefore
00Dy 00Dy O
00 01 0
dim fs fs =k +2-3=k -1 (2.47)
00 83 K4 0 6 0
00 0 00 0 D3
If ex C my N'my, then
on = 0 1 0 0 0 0 0
R \Ri 0 Rs Re 1 R¢ R /) (2.48)
1 1 v-2 1 1 v-2 1
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Since Ry, R4 are arbitrary, everyrowof (0 0 R; 0 1 R Ry) is the linear com-
bination of the base
00Dy 00D, O
00 f3 01 fs O
00 g3 240 g O
00 0 00 0 Ds

, (2.49)

thus the number of it is q"1 -2, So, itis easy to know that the number of er contained in m; (1,
is

g2 =qn. (2.50)

(2) Assume that m; () my has the form of (2.46), then, for any er C m; () my, we can as-
sume that

oo (0 1 0 0 0 0 0
R™\Ri 0 Re Re 1 R& R/ /) (2.51)
1 1

If eg C er and er C mq () my, then

1 0 O O 0 0 0 0 1
0 1 0 O 0o 0 0 0O 1
er = 0 0 R3 R4 1 R6 0 R7 1 ,
0 0 R, 1 0 R, 0 R, )1 (2.52)
0 0 0 O 0o O 1 o0 1
1 1 v-2 1 1 v-21 1-1
where
0OO0R,00R 0R
? 67 (2.53)
00 0 00O0OT1O
is the linear combination on the basis of
00Dy 00D, O
00 01 0
f3 fe (2.54)

0083840860
00 0 00 0 Ds

then the number of er containing er is g*17*. O
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Theorem 2.11. The above construction yields an A2-code with the following size parameters:
|S| = glmo2s-D+Cs-1)(1K)

N@2(s-1),s-1; 2(v-2)) - N(mo— (25 +1),s0 —s; 2(v-s—-1)) - N(k-1,1-1)
' N(mq—3,50 - 1; 2(v~2)) ’

|Er| = q(m073)+2(v—2)+2(1—1) . <q2v7m071 _ 1)/

|ER| — q2v—2+l’

|S||ET]
q4s—3+2(k—1) . (q _ 1) :

|M] =
(2.55)

Moreover, assume that the encoding rules ey and eg are chosen according to a uniform probability dis-
tribution, the largest probabilities of success for different types of deceptions:

1 1 1
Pp=————-, Ps = -, Pr=—;

q2v—25—3 . ql—k q q2

(2.56)
Pg = q-1 Pr = _
0 qm0—2s—1 . ql—k (qZV—mo—l _ 1) 1 q- (q _ 1)
Proof. (1) The number of m containing eg is b, then
2s+1 |k

=T 9 _ t (2.57)

q2v72 . ql q2v72sf3 . qlfk

(2) Assume that opponent gets m;, which is from transmitter, and sends 1, instead of
my, when s; contained in m; is different from s, contained in m,; the opponent’s
substitution attack can be successful. Because eg C er C m;, the opponent selects
er C my satisfying m = s, + e} and dim(s1 () s2) = ki, then

P = 1 (2.58)

where k; = 2s + k.

(3) Assume that R is transmitter’s encoding rules, Q is a source state, and M = R+ Q.
Therefore, the number of receiver’s encoding rules contained in R is g°. Let M’ be
another message, such that M’ = R'+ Q and R# R'. Then, er contained R M’ is at
most g. So,

_q_ 1
H—$—?. (2.59)
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(4) From Lemmas 2.8 and 2.9, thus

612(5—1)~(q—1)~qk’1 q- 1
Pro= g = ————— . (2.60)
(g7t —gqm3) gt gl gtk (gt - 1)

(5) Assume that the receiver declares to receive a message m;, instead of m;, when s,
contained in i is different from s, contained in my,; the receiver’s substitution
attack can be successful. Since eg C er C mj, receiver is superior to select e’T,
satisfying er C e’T C mq, thus my = s, + e’T, and dim(s; N s2) = k; as large as
possible. Therefore, the probability of a receiver’s successful substitution attack is

Po = —— Zkl_4 _ (2.61)
Fe D (g-1)  q(q-1)

where ki = 2s + k. O

3. The Second Construction

In this section, from singular symplectic geometry and the first construction, we construct an
authentication code with a transmitter and multi-receivers and compute the probabilities of
success for different types of deceptions. For the definition of multi-receiver authentication
codes, refer to [9].

Let 2s < 259 < mg < v+my, my < 2v—-1,and 1 < k < . Let p be a subspace
(v1,v2, €2041) Of type (3,0,1) in Fng”), and let Py be a fixed subspace of type (mg + 1, so,1)
which contains P and orthogonal to v, but not orthogonal to v1. Let S = {s | s is a subspace
of type 2s+1+k,s,k),P CsC Py}, LetE = {e|eis asubspace of type (5,2,1),er(\ P =
P}, Let M = {m | mis a subspace of type (2s + 3 + k,s + 1,k),P C m, v, ¢ m',
m(\ Py is a subspace of type (2s +1+ k,s,k)}, and let M* = {(my,my,...,m")|m OU" =
my U =... =my O U*).

First, we construct (A + 1) A-codes. Let C = (S, E*, M*, f), where S, E}, and M* are the
sets of source states, keys, and authenticators of C, respectively,and f : S xE' — M*, f(s,e) =
(s+ey,s+ey...,s+e)) fore = (e, ey, ...,e)) € E is the authentication mapping of C. Let
Ci = (S Ei, M;; fi), where S,E; = E and M; = M are the sets of source states, keys, and
authenticators of C;, respectively, and f; : S x E; — M, fi(s,e;) = s + ¢; for e; € E;, is the
authentication mapping of C;. It is easy to know that C and C; are well-defined A-codes.

Our authentication scheme is a (A+1)-tuple C;Cy,C»,...,Cy. Let 7 : E' — E;, Ti(e) = e
fore = (e1,ey,...,e)) € E}, and let or; : M* — M;, mri(m) = m; for m = (m1, my, ..., m,). Then,

mi(f(s,e)) =x(s+ei,s+ey...,s+e)) =s+e,

fil(Is x i) (s,e)) = fi(ls(s), Ti(e)) = fi(s,ei) = s +e;.

(3.1)

Therefore, i (f (s, e)) = fi((Is x ;) (s, e)). Thus, our scheme is indeed a well-defined
authentication code with a transmitter and multi-receivers.
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Theorem 3.1. In the construction of multi-receiver authentication codes, if the encoding rules are
chosen according to a uniform probability distribution, then the probabilities of impersonation attack
and substitution attack are, respectively,

. 1
Prli, J] = qror2v2lts 2k (gv-m1 1)
1 (3.2)
Psli,J1= g2 A-2s k5 (q2vmol 1)
where | = {iy,ia,...,i;},i ¢ J.
Proof. Let ey = (eil,eiz,...,ei].), then
T](e):e](z)e:<...,ei1,...,ei].,...>. (3.3)
It is easy to know that |e € E* | 7/(e) = ¢j| = |[E[*/, and
fi(s,ei) = mi(m), s+e;i =m;=om(m). (3.4)

From Lemma 2.6, we know that the number of e; satisfying (3.4) is a. For any e; satisfying
(3.4), the number of e satisfying 7 (e), 7;(e) = e; is |[E[*”/~1. So,

[{e e B Imy(e) = es,me) = e, fils, &) = m(m) || = B} (3.5)

and a = g**%%-5, thus

[{e € E* | 75(e) = ), Ti(e) = e, fi(s, &) = mi(m) }|

P;[i, J] = max max max
ej€E] s€S meM |{EEE)‘|T](6)=61}|

4s+2k-5

- a _ q (3.6)
- g‘fg,‘ rax ,{fg&ﬂ E| g(mo=3)+2(r-2)+2(-1) . (g2v-mo=1 _ 1)

1
- qmg+2v+21—4s—2k—4 . (q2v—m0—1 _ 1) :

Now, we compute the probability of substitution attack: we know that

m= f(s,e) =(s+ei,s+ey...,5+ey) = (my,my,..., my) (3.7)
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and 7;(e) = (e;, €y, ..., €;), whenever e = (e, ez,...,€i,...,€i,€k,...,e1), while
—_———

|{e €E' m= f(s,e),r(e) = e]}' _ |E|)L—j,
(3.8)
I{e €EE'|m=f(s,e),1/(e) = e, Ti(e) = e; € Ei, fi(s, i) = in(m)}i = |EPM 4

and d = g4, therefore

Ps[i, J]
[{e € E* |m = f(s,e),1i(e) =ej,Ti(e) = e; € Ey, fi(s, ;) = mi(m') }|
= maxX maxXx max
e;€E) s€S, meM s#5'€S, meM |{e e EA | m= f(s, 6),’1‘](6) = e]}l
= maxX max max —_—
e]-eE/ s€S, meM s#s'eS, m€M|E|
qk1—4
=max max max —
ejcE) s€S, meM s#s'€S, meM q(m0—3)+2(v—2)+2(l—1)‘(q vmol-1)
_ 1
N qmo+2v+21—25—k—5 . (q2v—m0—1 _ 1) ’
(3.9)
where ki = 2s + k. O

Two types of construction of authentication codes from singular symplectic geometry
over finite fields are given. Among them, in the first construction, based on singular symplec-
tic geometry structure of the authentication code with arbitration, the greatest probabilities of
success for different types of deceptions are relatively lower, therefore there are some advan-
tages. In addition, the second construction is based on singular symplectic geometry and is
a multi-receiver authentication code. The probabilities of success for different types of decep-
tions are also computed. The results about multi-receiver authentication codes based on sin-
gular symplectic geometry are fewer. Thus, the structure of authentication code and the theo-
ry for further discussion are very meaningful.
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