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This paper deals with the fault detection problem for a class of discrete-time wireless networked control systems described by
switching topology with uncertainties and disturbances. System states of each individual node are affected not only by its own
measurements, but also by other nodes’ measurements according to a certain network topology. As the topology of system can
be switched in a stochastic way, we aim to design H, fault detection observers for nodes in the dynamic time-delay systems. By
using the Lyapunov method and stochastic analysis techniques, sufficient conditions are acquired to guarantee the existence of the
filters satisfying the H,, performance constraint, and observer gains are derived by solving linear matrix inequalities. Finally, an
illustrated example is provided to verify the effectiveness of the theoretical results.

1. Introduction

Dynamics analysis for wireless networked control systems
(WiINCS) has recently been a hot research issue that has been
attracting much attention from scholars [1-4], and fault det-
ection for WiNCS has got fruitful result in both theoretical
researches and practical cations [5-8]. Compared with the
traditional point to point control systems or the wired net-
worked control systems, using WiNCS can not only avoid a
lot of wired interconnections, but also meet some needs of
special occasions. Besides, WiNCS can serve as natural mod-
els for many practical systems such as power grid networks,
cooperate networks, neural networks, and environmental
monitoring systems [9-13]. Inspired by the BA scale-free
model proposed by Barabdsi and Albert in 1999, complex
networks have become a focus of research and have attracted
increasing attention in various fields of science and engineer-
ing [14-17]. From a rich body of literature, stochastic systems

associated with the complex networks played an impor-
tant role in network dynamics, and system failure usually
occurred when topology switched. In this case, research on
fault detection for WiNCS with stochastic switching topology
is essential.

To the best of our knowledge, switching topology in sen-
sor networks is a hot topic, and great effort has been devoted
to dealing with this problem when designing observers
for state estimation or fault detection [18-23]. In [24],
synchronization problem for complex networks with switch-
ing topology was studied. For both fixed and arbitrary switch-
ing topology, synchronization criteria were established and
stability condition and switching law design method for time-
varying switched systems were also presented. In [25], state
estimation problem for discrete-time stochastic system with
missing measurement was studied. Authors supposed that
there was no centralized processor to collect all the infor-
mation from the sensors, so nodes should estimate its own
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states according to certain topology, and sufficient conditions
were proposed to make sure that the augmented system was
asymptotical stable. In [26], stability problem of intercon-
nected multiagent system was investigated. Agents in system
were connected via a certain connection rule; two algebraic
sufficient conditions were derived under the circumstance
that the topology was uncontrollable. Reference [27] inves-
tigated the stability analysis problem on neural networks
with Markovian jumping parameters. Both of Lyapunov-
Krasovskii stability theory and It6 differential rule were
established to deal with global asymptotic stability and global
exponential stability. Sufficient conditions were acquired
based on linear matrix inequality to make the system both
stochastically globally exponentially stable and stochastically
globally asymptotically stable, respectively. Reference [28]
designed a decentralized guaranteed cost dynamic feedback
controller to achieve the synchronization of the network,
whose topology was randomly changing.

Information flow between sensor nodes is time consum-
ing, which leads to transmission delay in WiNCS; many
scholars focused on this problem because the time delay is a
common issue in many distributed systems [29-32]. Refer-
ence [33] designed a sliding mode observer for a class of
uncertain nonlinear neutral delay system. Both the reachable
motion and the sliding motion were investigated and a suffi-
cient condition of asymptotic stability was proposed in terms
of linear matrix inequality for the closed-loop system. Refer-
ence [34] focused on analyzing discrete-time Takagi-Sugeno
(T-S) fuzzy systems with time-varying delays, and a delay
partitioning method was used to analyze the scaled small gain
of the model. Reference [35] studied the problem of uncer-
tain nonlinear singular time-delay systems, and a switching
surface function was designed by utilizing singular matrix.

Besides all what is mentioned above, another important
factor which arouses unstably in WiNCS is external distur-
bance. Since H, filtering does not need the accurate statistics
of disturbances and ensures an estimation error less than
a given disturbance attenuation level, many scholars were
devoted to the research of H filtering; see, for example, [36-
38] and the references therein. Reference [36] proposed a
novel concept of bounded H, synchronization, which cap-
tured the transient behavior of the time-varying complex
networks over a finite horizon. Reference [38] investigated the
robust filtering problem for time-varying Markovian jump
systems with randomly occurring nonlinearities and satura-
tion; a robust filter was designed such that the disturbance
attenuation level was guaranteed.

Motivated by the previous researches stated above, our
target is focused on the fault detection problem for WiNCS$
described by discrete-time systems with switching topology
and uncertainties. The main contributions of this paper can
be summarized as follows. (1) The stochastic switching topol-
ogy of WINCS is introduced to describe the binary switch
between two kinds of topologies governed by a Bernoulli-
distributed white noise sequence. (2) H,, observers are desi-
gned to ensure an estimation error less than a given dis-
turbance attenuation level. (3) Distributed fault detection
observers are designed for each individual node according to
the given topologies.
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The rest of paper is organized as follows. In Section 2, the
fault detection problem of WiNCS is formulated. In Section 3,
we present sufficient conditions to make the filtering error
system exponentially stable in the mean square, which also
satisfies H, constraints. Furthermore, the gains of observers
are also designed through LMI. A numerical example is given
in Section 4 to show the effectiveness of proposed method.
Finally, we give our conclusions in Section 5.

Notations. The notations in this paper are quite standard. R"
and R™" denote the n-dimensional Euclidean space and the
set of nxm real matrices; the superscript “I”” stands for matrix
transposition; I is the matrix of appropriate dimension; || - ||
denotes the Euclidean norm of a vector and its induced norm
of matrix; the notation X > 0 (resp., X > 0), for X € R™",
means that the matrix X is real symmetric positive definite
(respective positive definite). E{-} stands for the expectation
operator. dim{-} is the dimension of a matrix. What is more,
we use (*) to represent the entries implied by symmetry.
Matrices, if not explicitly specified, are assumed to have
compatible dimensions.

2. Problem Formulation

Consider a type of WiNCS, whose topology can be switched
at a random instant. In this case, the state of each individual
node is affected not only by itself, but also by the connection
relationship with other nodes. In this paper, we suppose
that the system structure can only be switched between two
topologies. The dynamic networks with stochastic switching
topology can be described by

x;(k+1) = (A+AA)x; (k) + Bx; (k — 1)
N N
+ aZD;’;xj *) + (1 - ) ZDilj—cxxj ®
j:I j:1

+Esf (k) +E,v(k),
y; (k) = Cx; (k),
z; (k) = Lx; (k)

j=-1,-T+1,...,0; i=1,2,...,N,
@

where x;(k) = (x;,(k), x;5(k), ..., x;,(k))T € R" is the system
state vector of the ith node, y;(k) is the measured output
vector of the ith node, z;(k) is the controlled output vector of
the ith node, v(k) is the disturbance, and f (k) is a fault. A, B,
C, L, Ef, and E, are known constant matrices with appro-
priate dimensions, AA is the system uncertainty arising from
uncertain factors, and D% = [D:.’;] and D' = [Dil._ “
nxn ] “nxn
are two coupled configuration matrices standing for different
topologies which can be switched to each other. Df;. is defined
as follows: if there is a connection from node i to node
j (i#j), then Df} = 1; otherwise Df} = 0@+)),
and the diagonal elements of the matrix are defined as

o N oa N o 1-a
Dj = —ijl’j#Dij = —ijl’#iDﬁ, and D;; has the

x; (j) = 9 (7).
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same notation as Df} does. « is a Bernoulli-distributed white
noise sequence with

Prob{a =1} = E{a} = «,

-~ (2)
Prob{a =0} =1-E{a} =1-1,

where « € [0, 1] is a known constant.
For the system shown in (1), we make the following
assumption throughout the paper.

Assumption 1. The perturbation parameter of the system
satisfies

AA = MD (k) H, (3)

where M and N are, respectively, known constant matrices,
D(k) is a time-varying delay uncertain matrix, yet Lebesgue
measurable, and DT (k)D(k) < I.

Assumption 2. The function 7; describes the transmission
delay which satisfies

0<t <T. (4)

Remark 3. Sensor nodes in WiNCS are usually in dynamic
motion. When two nodes are within communication range,
the linkage between them can be established; otherwise, their
linkage may be broken off. The relative distance between
nodes arouses in the topology switches. For the purpose of
simplicity, we suppose that the system only switches between
two topologies, D* and D'™%, and binary switches for a cer-
tain node occur according to a given probability distribution.

We construct the following state observer for node i:

N
% (k+1) = A% (k) + Y k;; [y; (R) - 7, (0],
j=1

R (5)
y; (k)

z; (k)

= Cx; (k),

= Lx; (k),

where x;(k) € R" is the estimation value of x;(k), ¥;(k) is the
estimation value of y;(k), Z;(k) is the estimation value of z;(k),
and k;; € R™" is the gain of observer to be designed.

Deﬁne the state errore, (k) measured output error e, (k)
and the controlled output error z; ;(k) of the system

e, (k) = x; (k) = % (k).
= 3 (k) - 7 (k). ©6)
Z(k) = 2 (k) -2 ().

eJ’i (k)

If system (1) has no fault, the residual is close to zero, and
we set up residual evaluation function J and fault threshold Jy,
as follows:

N 1/2
]={Zf%k(b}

(7)

Jg = sup J.
f(k)=0

So the system fault can be detected by comparing J and J;, as
follows:

J < T
> T

No fault happens,

(8)
Fault happens.

By utilizing the Kronecker product, the error system can
be obtained from (1) and (5) as follows:

e(k+1)=(A-KC)e (k) +AAx (k) + Bx (k - 1)

+ (- @) (D, - D,) x (k) + aD, x (k)

+ (=@ Dox (k) + B, f () + E,v (k). Y
zZ (k) = Le (k),
where
(k) = [x7 G0, <L R), ., %L 0]
() = [ (0,21 (K), ..., 250,
() = [T Ry R, yE 0]
7 = [T, (), ... 750
2(K) = [ (), 2 (R, .., 25 (0]
2(0) = [ 00,25 ()., 250, (10)
A=1Iy®A, B=1Iy®B,
C=Iy®C, AA=Iy®AA,
D, =D%®Iymy Dy =D"® Iymeay
k) . E=IysE,
E,=Iy®E,, L=Iy®L,
Z(k) =z (k) -2 (k).



By introducing an augmented vector #(k) =

[xT(k) eT(k)]T, we have the following augmented system:

n(k+1) = oy (k) + Adn (k) + Bn (k - 7))
+ (0 — &) Dy (k) + aD,n (k)
+(1-@) Dy (k) + & f (k) + E,v(k), W
Z(k) = Zn(k),
where

A 0 AA 0

‘Q“[o Z—KC]’ AM:[AZO]’
Bo D, -D, 0

=[50 2-[5 5o
_[D; D, 0 (12)
b

=0 I].

Definition 4 (see [39]). Filtering error system (11) is said to be
exponentially stable in the mean square for any initial con-
ditions when f(k) = 0 and v(k) = 0, if there exist constants
0 > 0and 0 < k < 1 such that the following inequality holds:

E{lnl’} < 6% swp Efln @} vkz0. @)

In this paper, we are going to design the fault detection
observers for a class of WiNCS with randomly switching
topology such that filtering error system (11) satisfies the
following requirements simultaneously.

(Cl) Filtering error system (11) with f(k) = 0, v(k) = 0 is
exponentially stable in the mean square.

(C2) For any f(k) = 0, v(k)#0 under the zero initial
condition, the filtering error satisfies

o I 2 20O 2
Ey 120N < E v N7y » (14)
LE {1} =7 ) E v @]

where y is a given scalar.
Besides, some useful and important lemmas that will be
used in deriving out results will be introduced below.

Lemma 5 (Schur complement [40]). Given a symmetric mat-
rix S = [s“ Sz ] where Sy, is v X r dimensional, the following
three conditions are equivalent:

(1) S<0;
(2) Sy, < 0andS,, - SLS.1S,, < 0;
(3) Sy, < 0andS;; - S,,5,8}, < 0.
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Lemma 6 (see [25]). Forany x, y € R, and y > 0, the fol-
lowing inequality holds:

1
2xTy < pthx + l—AyTy. (15)

Lemma 7 (see [41]). Let Y = Y., M, N, and D(t) be real
matrix of proper dimensions and D" (t)D(t) < I; then inequ-
ality Y + MDN +(MDN)" < 0 holds if there exists a constant e,
which makes the following inequality hold:

Y+eNNT+e'M"™M <0 (16)
or equivalently
Y M eNT
* —&l 0 < 0. (17)
x* % —gl

3. Main Results

In this section, by constructing a proper Lyapunov-Krasovskii
functional combined with linear matrix inequalities, we are
going to propose sufficient conditions such that filtering error
system (11) is asymptotically stable in the mean square.

Theorem 8. Consider system (1) and suppose that observer
gain K is given. Filtering error system (11) is said to be asymp-
totically stable in the mean square, if there exist positive definite
matrix P = diag{P,, P,} and Q > 0 with proper dimensions
satisfying the following inequality:

— 1—Ill 0
= [ 0 sz] <0, (18)

where
I, = 49/ Pof + 4N " PASA + & (1 - &) D' PD
+4GD PD, + (4 4%) DIPD, - P+ (1+1)Q,

I,, = 48" P% - Q.
(19)

Proof. For the stability analysis of system (11), we set f (k) = 0,
v(k) = 0, and system (11) can be rewritten as

nk+1)=gnk)+Adn k) + Bn(k-1)
+ (o — ) Dn (k) + aDn (k) (20)

+(1-a)D,n (k).

Then, choose the following Lyapunov-Krasovskii func-
tional:

Vi(k) =V, (k) +V; (k) + V5 (), (21)
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where

Vy (k) = 5" (k) Py (k),

k-1
V, (k) = T () Qn (i),
, (k) kzn () Qn (i) o

0
Vi)=Y Y0t ()QnG).
=1-

j=1-Ti=k+j

=
—_

By calculating the difference of V (k) along system (20),
we have

E{AV;}
=E{n" (k+1) Py(k+1)- 4" (k) Py (k)}
=n" (k) 4" Pty (k) + 21" (k) /" PActn (k)
+2n" (k) " PRy (k- 7))+ 2an" (k) /" PD 7 (k)
+2(-®) 7" (k) L PD,n (k)
+n" (k) Ad" PAdn (k)
+2n" (k) Ad"PSBy (k - 1)
+2an" (k) Add" PP (k)
+2(1-®) 7" (k) A" PD,n (k)
+n' (k—1.) B PRy (k-1,)
+2an" (k—1.) B PD 1y (k)
+2(1-a) 4" (k-1) B PD,m (k)
+a(l-a)yq" (k) D Py (k)
+ @ (k) D\ PD 7 (k)
+26(1 - Q) n" (k) D] PD,y (k)

+(1-@)°y" (k) D, PDyn (k) —n' (k) Py (k).
(23)

In terms of Lemma 6, we have
21" (k) A" PAstn (k)
<n" (k) A" Paty (k)
+1" (k) Ad"PAdtn (k),
20" (k) /" PBy (k- ;)
<n" (k) /" Petn (k)

1" (k-1.) B PR (k- ),

2an" (k) /" PD 7 (k)

<an’ (k) ot Paty (k)

+an’ (k)2 PDn(k),

20— 7" (k) o PD,y (k)

<(1-&)n" (k) A" Potn (k)

+(1-a)n" (k) DIPD, (),

21" (k) A" PBy (k - ;)

<y (k)A

+17T (k

A" PAgly (k)

- Tk) %TP%T] (k - Tk) 5

2an" (k) A" PD 1 (k)

<an’ (k) A" PAsy (k)

+an’ (k)21 PDn(k),

2(0-@)n" (k) A" P, (k)

<(1-a)nq" (k) A" PAsty (k)

+(1-®) 7" (k) D3 PD,n (k),

2an" (k- 7,) B' PP (k)

< a]’]T (k - Tk) %Tpe%f’] (k - Tk)

+an’ (k)21 PD,n(k),

200-a) 7" (k—1,) B' PD,n (k)

<(1-a)4q" (k-1) B PRy (k-1)

+(1-®) 7" (k) D3 PD,n (k),

(1 -@) 1" (k) D] PD,n (k)

<a(l-a

V' (k) D) PP, (k)

+a(l-a@)n" (k) DrPD,n (k).

Next, we have derived that

E{AVy} = E{V; (k+ 1) -V, (k)}

k

= > A

i=k+1-Tp

k-1
Q- Y 1" ()Qn )

i=k—T1;,

=" (k)Qn k) -n" (k-1)Qn (k-1

k-1 k-1
Y Ao~ Y 7O

i=k+1-Tp

i=k+1-7

(24)



<" (k)Qnk)-n" (k-1)Qn(k-1)

k
£ ) NG,
i=k+1-T
E{AV,} = E{V; (k+1) - V; ()}

0 0
=Y Y Arohe - Y
j=1— =1-

j . . .

Eal
—_

> o Q1 )

T i=k+1+j j=1-Ti=k+j

0
=Y {r" WQnk)-n" (k+j)Qn(k+ j)}

7 T

k
=t ()Qnk) - Y 1" ()QnG).
i=k+1-1

(25)
Substituting (23)-(25) into (21), we have
E{AV} = E{AV, + AV, + AV,} = 8" (k) TI8 (k),  (26)
where
T T T
30k = [n"(k) #n"(k-1)] - @7)
According to Theorem 8, we have IT < 0. For all the
O(k) #0, E{AV} < 0, and there is a sufficiently small scalar
& > 0 such that
IT + g, diag {I, 0} < 0. (28)
Therefore, we can conclude from (26) and (28) that
E{AV} < —E{|n(0)|’} - (29)
According to (21), we obtain that
k-1

E{V (K} < LE{Jn®]’} + 1, Y E{ln®[’}. G0

i=k—-1
where A, = A, (P)and A, = (r + DA__(Q).

For any scalar o > 1, taking (21) into consideration, we
have

T E{V (k + 1)} - " E {V (k)
= " E{AV} + 6" (0 - 1) E{V (k)}
< €, (0) E {0’} (31)
re@ 3 e[l

where €,(0) = (0 — 1)A, — 0¢; and €,(0) = (0 — 1)A,.
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Besides, for integer M > 7 + 1, summing up both sides of
(31) from 0 to M — 1, we have

ME{V (k+ 1)} - E{V (0)}

M-1 5
<€ (0) Y o'E{|nkl’}
k=0

(32)
M-1 k-1 ,
te©) Yy Y CE{lOI}
k=0 i=k-1
Fort > 1,
USNSHN ,
> 2 E{l®[}
k=0 i=k-T1
1 oi4r M-l-t i+t M-1  M-1
(232 5 % ¥
i=—7 k=0 i=0 k=i+1 i=M-1-7k=i+1
x o“E {|n)|’}
& i+ 2 MET i+ 2 (33)
<ty o E{ln0|’}+7 Y oE{n6)}
i=—T i=0
M-l ,
+7T Z ol”E{”q(i)” }
i=M-1-1
2 R 2
< TO’TE&%;(O[E {||17(i)|| } +710° z o'E {||11(i)|| }

i=0
Then from (32) and (33), we have

FE{V (k)}
k-1 )
SE(V O} + (& (0) +& (0) YIE {107} 34
i=0

+60) Y E{ln0I},

—-7<i<0
where
& (0)=10" (0-1)A,. (35)

We set A; = A, (P) and A = max{A,A,}; it is easy to
follow that

E{V ()} = AE {0’ (36)
Besides, we can conclude from (30) that
EAV (0} < A maxE {n()[} (37)
It can be verified that there exists o, > 1 that

€, (0y) + €, (0p) = 0. (38)
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So it is clear to see from (34) to (38) that

kA +¢,(0y)

E {0} < ( ai ) Ag

So augmented system (11) is exponentially mean-square
stable according to Definition 4 when f(k) = 0 and v(k) = 0,
and the proof of Theorem 8 is complete. O

maxEflnOI} 9

In addition, we are going to analyze the H,, performance
of filtering error system (11).

Theorem 9. For the given disturbance attenuation level y >
0 and observer gain K, filtering error system (11) is said to
be asymptotically stable in the mean square and satisfies H,
constraints in (14) with f(k) = 0, v(k)#0, if there exist
positive definite matrix P = diag{P,, P,}, Q > 0 with proper
dimensions, and € > 0 satisfying the following inequality:

l_‘11 0 I‘13
= * sz r23 < 0, (40)
* ok oy — )/21

where
1
I, =10, + A" PAS + fosz,

I, = o' P&, +aP, P, + (1 -q) . PE,, @
T, = B'P%,,
I;; = 28 P&,
I1,, and I1,, are defined in Theorem 8.
Proof. According to Theorem 8, filtering error system (11) is
asymptotically stable in the mean square with f(k) = 0,

v(k) = 0. By constructing the same Lyapunov-Krasovskii
functional as in Theorem 8 and setting f (k) = 0, we have

E{AVi} < E{8" (k) TI8 (k) + 21" (k) /" P& v (k)
+21" (k) AL PE v (k)
+21" (k-1.) B"PE v (k)
(42)
+201" (k) D] P&, v (k)
+2(1-®) 1" (k) DL P&,v (k)
+v! (k) &) PE,v(k)},

where §(k) and IT are previously defined.
It follows from Lemma 6 that

21" (k) Add" P&, v (k)
<n" (k) At"PAsty (k) (43)

+ (k) ETPE,v (k).

7
Substituting (43) into (42), we have
E{AV,} < E{6" (k) 118 (k) + 21" (k) /" P&, (k)
+1" (k) AL PASn ()
+21" (k- 7) B"PE,v (k)
(44)
+2an" (k) DT P&, v (k)
+2(1-a)n" (k) DLPE,v (k)
+2v" (k) &, P&,y (k)} .
By setting 3(k) = [67(k) v"(K)]", (44) can be written as
E{AV (k)}
I, +Ad"PAL 0 T3] _
<E{6" (k) % I, T, |6(k)¢,
* * I5;
(45)

where I\, = AP, + a2 P&, + (1 - ®)DLPE,, [; =
BTPE,, and Ty, = 2&7PE,.

In order to deal with the H,, performance of (11), we
introduce the following index:

u 1~T _ 2T
J(n)=E) 1=z (K)z k) -y v (k)vk)g, (46)
2ix }

where # is a nonnegative integer.
When the system is under zero initial condition, we have

Jm =EY {%ZT K2 k) -y (k) v (k) + AV (k)}
k=0
CE{V(n+ 1)

<EY (57" 020 -y R vk + 8V (0}
k=0

< [Ei {8 (k)T (k)} .
- (47)

According to Theorem 9, we have J(n) < 0. Furthermore,
lettingn — 00, we have

o 1 ~ 2 2OO 2
E{SIERPE <y YE{v@OI}, @)
2 {9 Y E{Iveor]

k=0

so the proof of Theorem 9 is complete. O

Next, sufficient condition is proposed for designing H,
filter for WiNCS as shown in (1).
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Theorem 10. For the given disturbance attenuation level y > Yy, = [O 0000 ZQTP] ,
0, filtering error system (11) is said to be asymptotically stable )
in the mean square and satisfies H_, constraints in (14) with Y,y = diag{-P,~P,~P,~P,~P,~P},
f(k) = 0, v(k)#0, if there exist positive definite matrix T U
P = diag{P,, P}, Q > 0, a general matrix X with proper Y5 = [0 M'P 000 0] ’
dimensions, and € > 0 satisfying the following inequality:
fying the following inequality 0 =VE1-T), =2V «-=2V1-g&
Yll 0 Y13 Y14 0 N=IN®N, M=IN®M,
* —Q I Yy O _ P — =
Y=| % = T,—-9T 0 0 |<0, (49 P= [Pl], =[N o],
* ok * Yy Y5 2
* * * * —&l - rd P, 0
0 A'p,-C'Xx
where (50)
I,; and Is; are defined in (41). So the gain of fault detection
1 o .
Y= (1+1)Q-P+ L L+ N'N, observer is
. . K=Pp"'Xx". (51)
Y5 = Q8,+aP, P&, + (1 -a)D,PE,,
. . . Proof. According to Lemma 5, inequality (40) can be rewrit-
Yy = [29 0 t;2°P 0,2\ P a;2,P 0] > ten into the following:
i 1 5
(1+7)Q-P+ NQTQ 0 r, 2d7 EAMT Ve(l-a)2" 2vVa2] 2V1-a2] o
* -Q Iy 0 0 0 0 0 2R
* x Ty—y1 0 0 0 0 0 0
* * * -p! 0 0 0 0 0
* * * * -p! 0 0 0 0 <0. (52)
* * * * * -p! 0 0 0
* * * * * * -pt! 0 0
* * * * * * * -p! 0
| * * * * * * * * _p! ]

Multiplying diag{I,I,I, P, P, P, P, P, P} on both sides of the
above matrix inequality, we have

[(1+1)Q-P+ %3”3) 0 T, 24P gAMTP Va(—®@"P 2vaa'P 21-a2tP 0
* -Q Ty 0 0 0 0 0 2%7P
* x Ty—-91 0 0 0 0 0 0
* * * -P 0 0 0 0 0
* * * * -pP 0 0 0 0 <0. (53)
* * * * * -P 0 0 0
% % % % % * -p 0 0
* * * * * * * -P 0
i * * * * * * * * -P ]
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FIGURE 1: Two topology structures of WiNCS.

By the use of Lemma 7, inequality (53) can be rewritten into

(1+1)Q-P+ %$T£Z+8NTN 0 T, 2P

* -Q I3 0
* x T4y — )/21 0
* * * -P
* * * *
* * * *
* * * *
% * % *
* * * *

L * * * *

We set K'P, = X, s0 K = P;' X" Substituting it into (54),
we can get the result easily, and the proof of Theorem 10 is
complete. O

4. Numerical Simulations

In this section, a simulation result is presented to show the
effectiveness of the proposed method. Consider system (1)

with
A= [0.1910 0.1854] B= [:

0.1075 0.0046
0.1742 0.1701

0.0088 0.0288 ]’

- [0.8899 0.3414 g [01252
= [0.4046 0.2373 f=10.0880]
0.0463 0.0927
M:[ 0 0.1066]’
~ [0.85in (0.7k) 0
D (k) = [ 0 0.8sin (0.7k) |’

H= 0.3337 0.2410
" 10.1947 -0.3245|°

SO o o O

-P

* ¥ X ¥ ¥

9
()
VR -®2"P 2Va2™P 2NT-a2’P 0 0 |
0 0 0 28TP 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 PM| <o.
-P 0 0 0 0
* -P 0 0 0
* * -P 0 0
* * * -P 0
* * * —el |
(54)
0.2017
E, = [0'0512] , L=1[092 041],
v (k) = 3¢ " sin (0.2k) .
(55)

Suppose that there are five nodes in WiNCS with inter-
connection topology as shown in Figure 1, and the coupled
configuration matrices are

30 1 1 1
0 -2 1 0 1
D=1 1 -2 0 0|,
1 0 0 -10
1 1.0 0 -2
(56)
21 0 0 1
1 41 1 1
D=0 1 -3 1 1
01 1 -2 0
1 1 1 0 -3

with probability @ = 0.3 and disturbance attenuation level
y = 0.88.
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FIGURE 2: System residual evaluation function.
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TABLE 1: Gain matrices.

k; j=1 j=2 j=3 j=4 j=5
i [-0.8360 2.2935] [0.0671 —0.1090] [-0.0226 0.0699] [0.0468 —0.0874] [0.1513 —0.2661]
| -0.4851 1.4932 | 10.0169 —0.0272 | | -0.0057 0.0176 | 10.0118 —0.0221 | 10.0384 —0.0675 |
P [0.0590 —0.0896 [-1.0733 2.7564] [0.1716 -0.3058] [0.0868 —0.1814] [0.1625 —-0.2788]
10.0149 —0.0225 | | -0.5455 1.6103 | 10.0431 —0.0766 | 10.0231 —0.0478 | 10.0407 —0.0696 |
i3 [-0.0165 0.0549] [0.1671 —-0.3039] [-0.9403 2.4938] [0.0765 —0.1160] [0.1198 -0.2280]
| -0.0042 0.0140 | 10.0425 —0.0772 | |-0.5116 1.5439 | 10.0190 —0.0287 | 10.0305 —0.0581 |
iy [0.0413 —-0.0747] [0.0842 —0.1494] [0.0786 —0.1313] [-0.7223 2.0971] [-0.0752 0.1590]
10.0106 —0.0191 | 10.0213 —0.0376 | 10.0200 —0.0334 | | -0.4566 1.4440 | | -0.0190 0.0401 |
s [0.1587 —0.2833] [0.1616 —0.2933] [0.1194 —0.2258] [-0.0812 0.1885] [-0.9518 2.5147]
10.0402 —0.0717 | 10.0411 —0.0744 | 10.0304 —0.0575 | | -0.0210 0.0485 | | -0.5144 1.5490 |

The initial states of each sensor node are

x, (0) = _3325] )

SN AL

Lo-[27]
x ()= 13.566] ’
co0- 1)

Parameters can be acquired based on the proposed theo-
rems, they are omitted here for brevity concern, and observer
gain matrices are listed in Table L.

We make fault detection for the system shown in (1), and
we assume that fault only occurs in node 2 at time instant k =
30, system fault can be delivered to other nodes by their inter-
connections, and simulation results are shown in Figure 2,
where red line and dotted line represent evaluation function J
and threshold value Jy,, respectively. From the results we can
see that J rises quickly when fault happens, and threshold val-
ues are designed as J;;,; = 1.1939, J;,, = 1.4556, J;1,5 = 4.0299,
Jiha = 0.8139, and J;,5 = 0.1127. Figure 3 indicates the stoch-
astic switching for two topologies associated with this exam-
ple.

In WiINCS, states of node are affected not only by itself,
but also by other nodes’ measurement according to the topol-
ogy, so node’s failure can be transmitted to other nodes via
signal channel. Intuitively, a node with more connection
means more importance in the system, and failure can be
spread to entire topology in a short time, so detecting failure
in time is quite important, which will affect the stability of the
system.

5. Conclusion

In this paper, we have considered the fault detection prob-
lem for a class of discrete-time wireless networked control
systems, which has stochastic switching topology, combined

[3S)

Topology switches

0 \ \ \ \ \ \ \ \ \
0 5 10 15 20 25 30 35 40 45 50

Time (k)

FIGURE 3: Topology switches.

with uncertainty and disturbance. The states of each node
in WiNCS are affected not only by itself, but also by other
nodes’ measurements according to a certain topology. We get
sufficient conditions based on Lyapunov stability theory to
guarantee the existence of the filters satisfying the H_,
performance constraint, and the gains of observers are also
acquired by solving linear matrix inequalities. However, there
are only five nodes in the simulation and fault detection for
WiNCS composed of large number of nodes is still a difficult
problem, which is our future research task.

Conflict of Interests

The authors declare that there is no conflict of interests
regarding the publication of this paper.

Acknowledgments

This work has been supported by the National Natural Sci-
ence Foundation of China (Grant no. 61104109), the Natural
Science Foundation of Jiangsu Province of China (Grant
no. BK2011703), the Support of Science and Technology and
Independent Innovation Foundation of Jiangsu Province of



12

China (Grant no. BE2012178), the Doctoral Fund of Ministry
of Education of China (Grant no. 20113219110027).

References

(1]

(6]

(7]

[8

(10]

(11

H. R. Karimi and H. Gao, “New delay-dependent exponential
H_, synchronization for uncertain neural networks with mixed

time delays,” IEEE Transactions on Systems, Man, and Cybernet-
ics B: Cybernetics, vol. 40, no. 1, pp. 173-185, 2010.

A. Ulusoy, O. Gurbuz, and A. Onat, “Wireless model-based pre-
dictive networked control system over cooperative wireless net-
work,” IEEE Transactions on Industrial Informatics, vol. 7, no. 1,
pp. 41-51, 2011.

H. R. Karimi and P. Maass, “Delay-range-dependent exponen-
tial H,, synchronization of a class of delayed neural networks,”
Chaos, Solitons and Fractals, vol. 41, no. 3, pp. 1125-1135, 2009.

H. R. Karimi, “Robust H, filter design for uncertain linear
systems over network with network-induced delays and output
quantization,” Modeling, Identification and Control, vol. 30, no. 1,
pp. 27-37, 2009.

J. Yu, F. Liu, X. Yu, C. Wu, and L. Wu, “Fault detection of dis-
crete-time switched systems with distributed delays: input-
output approach,” International Journal of Systems Science, vol.
44, n0. 12, pp. 2255-2272, 2013.

L. Wu, X. Yao, and W. X. Zheng, “Generalized H, fault detection

for two-dimensional Markovian jump systems,” Automatica,
vol. 48, no. 8, pp. 1741-1750, 2012.

J. Chen and H. Zou, “An interesting method for the exponentials
for some special matrices,” Systems Science and Control Engi-
neering, vol. 2, no. 1, pp. 2-6, 2014.

B. Zhang, C. Sconyers, C. Byington, R. Patrick, M. E. Orchard,
and G. Vachtsevanos, “A probabilistic fault detection approach:

application to bearing fault detection,” IEEE Transactions on
Industrial Electronics, vol. 58, no. 5, pp. 2011-2018, 2011.

N. Shih and C. Wang, “An inspection model of products and
their input materials,” Systems Science and Control Engineering,
vol. 2, no. 1, pp. 297-307, 2014.

A. Tzes, G. Nikolakopoulos, and 1. Koutroulis, “Development
and experimental verification of a mobile client-centric net-
worked controlled system,” European Journal of Control, vol. 11,
no. 3, pp. 229-241, 2005.

W. Zhou, C. Ji, J. Mou, D. Tong, and Y. Gao, “Adaptive target
synchronization for wireless sensor networks with Markov
delays and noise perturbation,” International Journal of Control,
Automation and Systems, vol. 11, no. 5, pp. 919-925, 2013.

J. Mou, W. Zhou, T. Wang, C. Ji, and D. Tong, “Consensus of the
distributed varying scale wireless sensor networks,” Mathemati-
cal Problems in Engineering, vol. 2013, Article ID 862518, 9 pages,
2013.

W. Zhou, D. Tong, Y. Gao, C. Ji, and H. Su, “Mode and delay-
dependent adaptive exponential synchronization in pth mom-
ent for stochastic delayed neural networks with Markovian
switching,” IEEE Transactions on Neural Networks and Learning
Systems, vol. 23, no. 4, pp. 662-668, 2012.

L. Liu, E Wu, and W. Zhang, “Estimating parameters of s-
systems by an auxiliary function guided coordinate descent
method,” Systems Science and Control Engineering, vol. 2, no. 1,
pp. 125-134, 2014.

A.-L. Barabdsi, “Scale-free networks: a decade and beyond,
Science, vol. 325, no. 5939, pp- 412-413, 2009.

(16]

(17]

(18]

(19]

[20]

(21]

(22]

(31]

Abstract and Applied Analysis

S. Boccaletti, V. Latora, Y. Moreno, M. Chavez, and D.-U.
Hwang, “Complex networks: structure and dynamics,” Physics
Reports, vol. 424, no. 4-5, pp. 175-308, 2006.

J. P. Thiery and J. P. Sleeman, “Complex networks orchestrate
epithelial-mesenchymal transitions,” Nature Reviews Molecular
Cell Biology, vol. 7, no. 2, pp. 131-142, 2006.

P.Linand . Jia, “Average consensus in networks of multi-agents
with both switching topology and coupling time-delay,” Physica
A: Statistical Mechanics and Its Applications, vol. 387, no. 1, pp.
303-313, 2008.

Z. Wang, Y. Wang, and Y. Liu, “Global synchronization for
discrete-time stochastic complex networks with randomly
occurred nonlinearities and mixed time delays,” IEEE Transac-
tions on Neural Networks, vol. 21, no. 1, pp. 11-25, 2010.

H. R. Karimi, “A sliding mode approach to H_, synchronization
of master-slave time-delay systems with Markovian jumping
parameters and nonlinear uncertainties,” Journal of the Franklin
Institute, vol. 349, no. 4, pp. 1480-1496, 2012.

Z. Wang, Y. Liu, and X. Liu, “Exponential stabilization of a
class of stochastic system with Markovian jump parameters
and mode-dependent mixed time-delays,” IEEE Transactions on
Automatic Control, vol. 55, no. 7, pp. 1656-1662, 2010.

H. R. Karimi, “Robust delay-dependent H,, control of uncer-
tain time-delay systems with mixed neutral, discrete, and
distributed time-delays and Markovian switching parameters,”
IEEE Transactions on Circuits and Systems I: Regular Papers, vol.
58, no. 8, pp. 1910-1923, 2011.

Z.Wang, Y. Liu, M. Li, and X. Liu, “Stability analysis for stochas-
tic Cohen-Grossberg neural networks with mixed time delays,”
IEEE Transactions on Neural Networks, vol. 17, no. 3, pp. 814—
820, 2006.

J. Zhao, D. . Hill, and T. Liu, “Synchronization of complex dyna-
mical networks with switching topology: a switched system
point of view;” Automatica, vol. 45, no. 11, pp. 2502-2511, 2009.
J. Liang, Z. Wang, and X. Liu, “Distributed state estimation for
uncertain Markov-type sensor networks with mode-dependent
distributed delays,” International Journal of Robust and Nonlin-
ear Control, vol. 22, no. 3, pp- 331-346, 2012.

Z.Ji, Z. Wang, H. Lin, and Z. Wang, “Controllability of multi-
agent systems with time-delay in state and switching topology,”
International Journal of Control, vol. 83, no. 2, pp. 371-386, 2010.

Y. Liu, Z. Wang, and X. Liu, “On global stability of delayed bam
stochastic neural networks with Markovian switching,” Neural
Processing Letters, vol. 30, no. 1, pp. 19-35, 2009.

T. H. Lee, D. H. Ji, J. H. Park, and H. Y. Jung, “Decentralized
guaranteed cost dynamic control for synchronization of a com-
plex dynamical network with randomly switching topology,”
Applied Mathematics and Computation, vol. 219, no. 3, pp. 996-
1010, 2012.

Y. Liu, Z. Wang, and X. Liu, “State estimation for discrete-
time neural networks with markov-mode-dependent lower and
upper bounds on the distributed delays,” Neural Processing
Letters, vol. 36, no. 1, pp. 1-19, 2012.

J. Hu, Z. Wang, H. Gao, and L. K. Stergioulas, “Robust sliding
mode control for discrete stochastic systems with mixed time
delays, randomly occurring uncertainties, and randomly occur-
ring nonlinearities,” IEEE Transactions on Industrial Electronics,
vol. 59, no. 7, pp. 3008-3015, 2012.

M. Lefebvre and E. Zitouni, “Analytical solutions to 1qg homing
problems in one dimension,” Systems Science and Control
Engineering, vol. 2, no. 1, pp. 41-47, 2014.



Abstract and Applied Analysis

(32]

(33]

(34]

[36]

(37]

(38]

(39]

G. P. Samanta, “Analysis of a delayed hand-foot-mouth disease
epidemic model with pulse vaccination,” Systems Science and
Control Engineering, vol. 2, no. 1, pp. 61-73, 2014.

L. Wu, C. Wang, and Q. Zeng, “Observer-based sliding mode
control for a class of uncertain nonlinear neutral delay systems,”
Journal of the Franklin Institute, vol. 345, no. 3, pp. 233-253,
2008.

X. Su, P. Shi, L. Wu, and Y. Song, “A novel control design on
discrete-time takagi-sugeno fuzzy systems with time-varying
delays,” IEEE Transactions on Fuzzy Systems, vol. 21, no. 4, pp.
655-671, 2013.

L. Wu and W. X. Zheng, “Passivity-based sliding mode control
of uncertain singular time-delay systems,” Automatica, vol. 45,
no. 9, pp. 21202127, 2009.

B. Shen, Z. Wang, and X. Liu, “Bounded H_, synchronization
and state estimation for discrete time-varying stochastic com-
plex networks over a finite horizon,” IEEE Transactions on
Neural Networks, vol. 22, no. 1, pp. 145-157, 2011.

H. Dong, Z. Wang, and H. Gao, “Robust H, filtering for a class
of nonlinear networked systems with multiple stochastic com-
munication delays and packet dropouts,” IEEE Transactions on
Signal Processing, vol. 58, no. 4, pp. 1957-1966, 2010.

H. Dong, Z. Wang, D. W. C. Ho, and H. Gao, “Robust H_,
filtering for Markovian jump systems with randomly occurring
nonlinearities and sensor saturation: the finite-horizon case,”
IEEE Transactions on Signal Processing, vol. 59, no. 7, pp. 3048-
3057, 2011.

Z.Wang, D. W. C. Ho, Y. Liu, and X. Liu, “Robust H_, control for
a class of nonlinear discrete time-delay stochastic systems with
missing measurements,” Automatica, vol. 45, no. 3, pp. 684-691,
2009.

B. Shen, Z. Wang, Y. S. Hung, and G. Chesi, “Distributed H,
filtering for polynomial nonlinear stochastic systems in sensor
networks,” IEEE Transactions on Industrial Electronics, vol. 58,
no. 5, pp. 1971-1979, 2011.

Z. Wang, D. W. C. Ho, and X. Liu, “Variance-constrained
filtering for uncertain stochastic systems with missing measure-
ments,” IEEE Transactions on Automatic Control, vol. 48, no. 7,
pp. 1254-1258, 2003.

13



