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A delayed SEIQRS model for the transmission of malicious objects in computer network is considered in this paper. Local stability
of the positive equilibrium of the model and existence of local Hopf bifurcation are investigated by regarding the time delay due
to the temporary immunity period after which a recovered computer may be infected again. Further, the properties of the Hopf
bifurcation are studied by using the normal form method and center manifold theorem. Numerical simulations are also presented

to support the theoretical results.

1. Introduction

The action of malicious objects throughout a network can be
studied by using epidemic models due to the high similarity
between malicious objects and biological viruses [1-7]. In [2],
Thommes and Coates proposed a modified version of the
SEI model to predict virus propagation in a network. In [3],
Mishra and Pandey proposed a SEIRS epidemic model for the
transmission of worms with vertical transmission. Recently,
antivirus counter measures such as virus immunization and
quarantine strategy have been introduced into some epidemic
models in order to study the prevalence of virus. In [7],
Mishra and Jha proposed the following SEIQRS model for the
transmission of malicious objects in computer network:

dfif) = A= BS(H) (1) - dS(t) + R (1),
% = BS(H L)~ (d+u)E®),
dl(t) _

e =uE@t)-(d+a+y+8)I(),

d?it(t) _ 6I(t)_(d+(x+8)Q(t)>
% = yI(H)+eQ() - (d+m) R(®),

)

where S(t), E(t), I(t), Q(t), and R(t) denote the sizes of
nodes at time t in the states susceptible, exposed, infectious,
quarantined, and recovered, respectively. The parameters A,
d, and f are positive constants. A is the recruitment rate of
susceptible nodes to the computer network. d is the crashing
rate of nodes due to the reason other than the attack of
malicious objects. « is the crashing rate of nodes due to the
attack of malicious objects. f3 is the transmission rate. y, y,
0, & and # are the state transition rates. Mishra and Jha
[7] investigated the global stability of the unique endemic
equilibrium for the system (1).

It is well known that time delays can cause a stable
equilibrium to become unstable and make a system bifurcate
periodic solutions and dynamical systems with delay have
been studied by many scholars [8-15]. In [9], Feng et al.
investigated the Hopf bifurcation of a delayed viral infection
model in computer networks by using theories of stability and
bifurcation. In [11], Dong et al. proposed a computer virus
model with time delay based on an SEIR model and studied
the dynamical behaviors such as local stability and local
Hopf bifurcation by regarding the time delay as a bifurcating


http://dx.doi.org/10.1155/2014/492198

parameter. Motivated by the work above and considering
the temporary immunity period after which a recovered
computer may be infected again, we introduce the time delay
due to the temporary immunity period into system (1) and
get the following system with time delay:

dfiit) =A-BSHIE)-dSE)+nR (1),
EO 5010 @+ FO).
d;it):ME(t)—(d+oc+y+5)[(t)) @)
=810 rar9Q0.

dt
% =yl (t) +eQ(t) —dR(t) -nR(t - 1),

where 7 > 0 is the time delay due to the temporary immunity
period.

The main purpose is to investigate the effects of the
delay on system (2) and this paper is organized as follows.
Sufficient conditions for the local stability and existence
of local Hopf bifurcation are obtained by regarding the
delay due to the temporary immunity period after which a
recovered computer may be infected again as a bifurcating
parameter in Section 2. Direction of the Hopf bifurcation and
stability of the bifurcating periodic solutions are determined
by the normal form method and center manifold theorem
in Section 3. In Section 4, we give a numerical example to
support the theoretical results in the paper.

2. Stability and Existence of Local
Hopf Bifurcation

According to the analysis in [7], we can get that if the
condition (H,): R, = BA/D/(w+a+8+y+d) > 1
holds, then system (2) has a unique positive equilibrium
P*(S*,E*,I",Q",R"), where

o_Ad . d(Rg-1)
ch ﬁ
I*chq—1< ud )
d+a)’
P 3)
Q*:ch—1< Su )
B e+d+a)’

=

g1 edn
R 1 .
B <y+r]+s+d+oc>

_ LetS(t) = S(t) - S*, E(t) = E(t) - E*, I(t) = I(t) - I",
Q(t) = Q(t) - Q*, and R(¢) = R(¢) — R". Dropping the bars
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for the sake of simplicity, system (2) can be rewritten as the
following system:

% =a SO +al () +bR(E-1)=SOIW),
d];:hgf) =a;S )+ a,E (t) + asl (t) + ﬁs "I,
dai (t
%=a6E(t)+a7I(t), (4)
d
Q0 - 410 +a,
dl:zt(t) = aol (1) +a,Q (1) + @R () + BR(E - 1),
where
Gll:—(ﬁl*‘l'd)) a2=_ﬁs*,
a =P, ay=-(d+u),
= S*) =y,
as = f3 ag = U o
a,=—(d+a+y+9), ag =0,
a9=_(d+06+8)) alO:Y)
ap =6 a,, = —d, b =1, b, = 1.

Then, we can get the linearized system of system (4) as
follows:

% =a,S(t) +al () +bR(t 1),
% =a,S(t) +a,E(t) +asl(t),
dl
% =aE(t)+al(t), (6)
d
?k(t) — agl (1) + a,Q (1),
dR (t)

T apl (1) +a;,Q(t) + a,R(t) + bR(t — 7).

Thus, the characteristic equation of system (6) at the positive
equilibrium P* is

X+ m A+ mad + m A+ m A+ my
7)

4 3 2 -1
+(n4/\ + A7 + A +n1A+n0)e T=0,
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where

my=—(a,+a,+a,+ay+ap,),
My = a,a, + a,a, + a,dy + a,a,, + a0, + a,dy
+a,ay; + a;a9 + 470, + Agay, — Asdss
m, = 4,050 + 45064y + d50601; — AyA305 — A,040;
— 410409 — A,0401; — 410709 — 41070,
= A40701; — 040901y — A7090 ),
my = a,a40;09 + A,040;0,; T 41040901, + 4,0;090,,
T 44070401, + 4030609 + A, 030601, — A,A5060
— 01050601, + 50609075,
My = 4,05060901) — A1040;0901) — Ay A3060901 5,

ny, = -by, ny = (ay +ay, +a; +ag) b,

ny = (asa — a0, — aya, — 4,0y — a,0; — a,a — ;) by,
n, = (aya,0, + a,a40 + a,a,a9 + a,a,d,

+ 4,036 — (4,505 — A54609) by + A306a,0b;5

Ny = 4,050609b, — a,0,0,05b, — a,a;a5a4b,

— A305030,, b, — a3a5a90,,b;.-

(8)

For the existence of local Hopf bifurcation of system (2), we
give the following result.

Theorem 1. For system (2), if conditions (H,)-(H,) hold,
then the positive equilibrium P*(S*, E*,I*,Q", R") of system
(2) is asymptotically stable for T € [0,7,) and system
(2) undergoes a Hopf bifurcation at the positive equilibrium
P*(S*,E*,I",Q",R") when © = 1,, where the conditions
(H,)-(H,) and the expression of T, are defined in the following
analysis.

Proof. For T = 0, (7) becomes

X +d A +d A +d,A +d A +d, =0, )
where
dy =my +ny, dy = ms, + ns,
d, =m, +n,, d, =m, +mny, (10)

dy = mgy + ny.

Obviously, D, = d, > 0. Therefore, if condition (H,): (11)
holds, then the positive equilibrium P* is locally asymptoti-
cally stable without delay. Consider

D2=det<d4 1)>0,
2

d, d,
d, 1 0
D3=det<d2 d, d4> >0,
0 d, d,
d, 1 0 0
d, d. d, 1 11)
D, = det| %2 9 % >0, (
17N d, d, d, d;
0 0 d, d,
d, 1 0 0 0
dy dy d, 1 0
Ds=det| dy d, d, d; d, |>o0.
0 0 d, d, d,
0 0 0 0 d

Fort > 0,let A = iw (w > 0) be a root of (7). Then, we can
get

3\ . 4 2
(nlw—n3w )s1nTw+(n4w — n,w +n0) COS TW

(12)
_ 2 4
=m,w” — muw —my,
3 4 2 .
(nlw - 3w ) COS TW — (n4w - + no) sin Tw
(13)
5 3
=-w + myw’ —mw,
from which we obtain
10 3 6 4 2
W G +Gw +ow +qw +¢ =0, (14)
with
. 2
cy = My — 2ms — 1y,
¢ = me +2m, — 2m,m, — 1> + 2n,n
3 = My 1 211y = 1y 2Ny
2 2
¢, = mjy + 2mymy — 2mymy — 1,y — 2ngny + 2mng,  (15)
=m +2 )
¢ = my + 2mym, — 1y + 2nyn,,
2 2
Cp = My — 1.

Let w? = v, then (14) becomes
v5+c4v4+%v3+czv2+clv+c0 =0. (16)

In order to give the main results in this paper, we make the
following assumption.
(H;) Equation (16) has at least one positive real root.
Suppose that condition (H;) holds. Without loss of
generality, we suppose that (16) has five positive roots, which
are denoted as v, v, ..., Vs, respectively. Then, (14) has five



positive roots wy, = Vi, k = 1,2,...,5. For every fixed wy,
the corresponding critical value of time delay is

i 1 w, 2jm
Tlij) = —arc cos g( k) + L,
Wy h(w) o 17)
k=1,2...,5 j=0,1,2...,

where
8 3
g(w) = (ny —myny) Wy + (myny + myny —msny —ny) Wy
4
+ (myng + myn, — myny — myn, — myn,) w;
2
+ (mgn, + myny — myn,) wy, — myny,
23 2 6
h(we) = nywg + (n3 - 2n2n4) wy,
2,5 ) 4
+ (5 + 2ngny — 2nny) wy

+ (nf - 2n0n2) w,zc + n(z).
(18)

Let
7, = min {TIEO)} , kefl,2,...,5}, wy= wklr:ro‘ 19)
Taking the derivative of A with respect to 7 in (7), we obtain

[@]1 5+ am 4 3mad 1 2mpd 4 my
dr| A5+ mAt + muA3 + mu A2+ m A+ my)

N 4n A+ 3m A% + 2md + 1, T
A(mA + A2 + A2 +mA+ny) A

(20)
Then, we have
dr]™ "(v.
Re [—] = S (v.) 7> (21)
dr Joey, (mywg — myws —my)
where f(v) = v + ¢v* + v’ + v + v + ¢ and

v, = w(z) . Obviously, if condition (H,) f '(v,) #0 holds, then
Re[d)t/dr];iro # 0. That is, if condition (H,) holds, then the
transversality condition is satisfied. The proof of Theorem 11is
completed. O

3. Properties of the Hopf Bifurcation

In the previous section, we have obtained the conditions
under which system (2) undergoes Hopf bifurcation at the
positive equilibrium P*(S*, E*,I",Q", R*) when the delay 7
crosses though the critical value 7. In this section, we give
the formula that determines the direction of Hopf bifurcation
and stability of the bifurcating periodic solutions of system

(2).
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Define
_ Re {Cl (0)}
27 T Re N (m)}
B, = 2Re{C, (0)}, (22)
o (GO} Im ) ()]
2= TyWy ’

where C,(0) is defined in the following analysis. Further, we
give the following result with respect to the direction of Hopf
bifurcation and stability of the bifurcating periodic solutions
of system (2).

Theorem 2. For system (2), if y, > 0 (4, < 0), the Hopf
bifurcation is supercritical (subcritical). If B, < 0 (5, > 0),
the bifurcating periodic solutions are stable (unstable). If T, >
0 (T, < 0), the period of the bifurcating periodic solutions
increases (decreases).

Proof. Let T = 7+ p, u € R, so that u = 0 is the Hopf
bifurcation value of system (2). Rescaling the time delay by
t - (/7). u(t) = S(t) = S*, u,(t) = E(t) — E*, uy(t) =
I(t) - I, u,(t) = Q) — QF, and u5(t) = R(t) — R", then
system (2) can be transformed into the following form:

u(t) =Ly, +F (i), (23)

where u, = (uy(t), u,(t), us(t),u4(t),u5(t))T e C =
C([-1,0],R’) and L,:C— R, F:RxC — R®are given,
respectively, by

a 0 a 0 0
a; a4 as 0 0
L= (ro+u)| 0 as a, 0 0 |¢(0)
0 0 ag a9 O
0 0 ayp ay ap
(24)
0000 Y
00000
+(rp+u)| 0000 0 |¢p(-1),
00000
0000 b
~B¢, (0) ¢5 (0)
By (0) ¢5 (0)
F(p¢) = (1o +p) 0 (25)
0
0

By the Riesz representation theorem, there exists a 5 x 5
matrix function #(0, ) : [-1,0] — R’ whose elements are
of bounded variation such that

0
Lo=| di6.u)¢®), ¢cC. (26)
-1
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In fact, we choose

a 0 a 0 0
a; a, as 0 0
n@u)= (p+u)[ 0 as a, 0 0 5(0)
0 0 ag a9 O
0 0 ay a,; a
10 911 912 27)
0000 b
000O0O
+(rp+u)f 00000 |650O+1),
000O0O
0000 b
where § is the Dirac delta function.
For ¢ € C([-1,0], R), we define
%, -1<06<0,
A(P‘)‘/’: 0
dn (6, 0), 6=0,
L n(6: 1) ¢ (0) (28)

0 -1<6<0

ks~ 1y =0<0
F(u¢), 6=0.

Then system (23) can be transformed into the following
operator equation:

u(t) = A(u)u, + R(u)uy, (29)

where u, = u(t + 0) for 0 € [-1,0].
The adjoint operator A* of A is defined by

—@, 0<s<1,
A(9)=7 0 (30)
J_lqu (5,0)p(-s), s=0,

associated with a bilinear form

(9(s),4(0)) =9(0)$(0)

0 0 (31)
[ ] ee-0mee@ds
o=-1 Je=o

where #(0) = (0, 0).

Letq(0) = (1,45, 93,94, 95) % be the eigenvector of A
corresponding to iw, 7, and g*(s) = D(1, 45,45, 45,5 )e ™
the eigenvector of A* corresponding to —iw,7,. From the

Teiono

definition of A(0) and A*(0) and by a simple computation,
we obtain

G4 = a3 +dsqs
> iwy—a,
g5 = azdg
’ (iwo - ‘14) (iwo - ‘17) — a5dg )
_ As4g _ iwy — a0; — A,q;
q4 = —iwo _ ag’ qs —b4e‘ifowo ,
o lwy ta . ay(iwy +ay) (32)
1= a; 3 4, (iwy + ag)’
*_ an4;
iwy +ay
N blei‘rowo
%= iw, + ay, + bye ™9
From (31), we have
(g (s),90) = D [1 + 4,4, + 4395 + 949,
, (33)
+q5q; +qsTee " (by + bzq;)] .
Let
D= [1 + @G, + 4395 + 94y + 9595
(34)

—iTyw, —sy\171
+q5Toe (b + bzqs)] )
Then, {(g*.q) = 1,{(g",q) = 0.

Next, we can obtain the coefficients determining the
properties of the Hopf bifurcation by the algorithms intro-
duced in [16] as follows:

920 = 27D (3, - 1) 4" (0) 4 (0),

911 = BuD @ - 1) (7 0 4% (0 + 4 0% (0)),
g2 = 2P1D (3 - 17" 77 (0),

9n = 27D (@, -1)

1 —
x (W ©q” 0+ 5w ©7% 0

1 —
W 047 0+ WY 077 ),

(35)
with
. 0) .
W20 (9) _ lg20q( )ez‘rgwoe
ToWo
igy,,q(0) _; ;
+ gqu( )eft‘rowO@_’_EllerowOG’ (36)

37wy

W (9) _ _igllq(o) eifoa’oe + lyllq (0) e—irowge +E,
! ToWo ToWy ?



where E; and E, can be determined by the following equa-
tions, respectively:
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2iw, — a, 0 -a, —b e H EW
-a; 2iwy-a, —as 0 EY
E =2 0 -as  2iwy —a, 0 0 ,
0 0 —ag 2iw, — aqy 0 0
. —2iw, T,
0 0 —ay —-a;,  2iwy — a;, — bye 0
(37)
a 0 a O b, B EY
a; a; as 0 0 E?)
E,=—| 0 a5 a, 0 0 0 )
0 0 a3 ay 0 0
0 0 ay a; ap+b 0
with d=01,1n=02u=03a=027y=0186 = 0.38, and
€ = 0.3. Consider
W _ _ 2.0 ) 4P ds (¢
E g (0470, % = 0.3-0.755 (1) I (£) — 0.1S (£) + 0.2R (t - 1),
2 3
EY = B 047 (0, vy AEO
38 2 = 0.755(t) I (t) — 0.4E (1),
EY = - (7" 4% ©) +4" 077 0), dt
_ _ dI (t)
E;Z) _ ﬁ(q(l) (0) q(3) ) + q(l) (0) q(3) (0))‘ 7 = 0.3E(t) - 0.86I (1), (41)
| Q) _ o
Then, we can get the expression of C, (0) as follows: T 0.381 (£) — 0.6Q (1),
dR(t
; 2 gl g d—t() = 0.181 (t) + 0.3Q (t) — 0.1R (t) = 0.2R (t — 7).
C(0) = @ (911920 = 2|gul - T) 5 (39)
0™0 It is easy to verify that R,, = 19397 > L
Thus, condition (H;) holds. The positive equilibrium
Further we have P*(1.5466,0.1253,0.1253,0.2381,0.2612) can be obtained
by solving the equations in system (41). By some complex
Re {C, (0)) computations, we obtain that (16) has one positive root
Yy = _+, v, = 0.2217, and further we have w, = 0.4709, 7, = 8.9829.
Re {A' (7o)} First, we choose 7 = 8.0025 < 7,; the corresponding phase
—2Re{C, ()} plots are shown in Figures 1 and 2; it is easy to see from
Bz = 2ReiC, (O)) Figures 1 and 2 that system (41) is asymptotically stable.
, Then, we choose T = 10.025 > 1,,. The corresponding phase
) = Im {C (O} + i, Im {A (TO)}, plots are shown in Figures 3 and 4. It is easy to see that
ToWo system (41) undergoes Hopf bifurcation. In addition, we
(40) have A'(To) = 0.0161 — 0.0088i, C,(0) = —3.2609 + 1.2090i.

where the sign p, determines the direction of the Hopf bifur-
cation, the sign 3, determines the stability of the bifurcating
periodic solutions, and the sign of T, determines the period
of the bifurcating periodic solutions. The proof of Theorem 2
is completed. O

4. Numerical Simulation

In this section, we use a numerical example to support the
theoretical analysis above in this paper. We take the following
particular case of system (2) in which A = 0.3, 8 = 0.75,

Thus, we have y, = 202.5404 > 0, 3, = —6.5218 < 0, and
T, = 0.1355 > 0. From Theorem 2, we can conclude that the
Hopf bifurcation is supercritical and the bifurcating periodic
solutions are stable, and the period of the periodic solutions
increases.

5. Conclusions

This paper is concerned with a delayed SEIQRS model for
the transmission of malicious objects in computer network.
The theoretical analysis for the delayed model is given and
the main results are given in terms of local stability and local
Hopfbifurcation. By regarding the delay due to the temporary
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F1GURE L: The phase plot of the states S, E, and I for T = 8.0025 <
8.9829 = 15,

E(t)
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0 o5 RE

FIGURE 2: The phase plot of the states E, I, and R for 7 = 8.0025 <
8.9829 = 15,

084 -

I(t)
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0.3 ,
’ 1.
1. 6

0.2 . .
01 L2 s

£x 9

FIGURE 3: The phase plot of the states S, E, and I for 7 = 10.025 >
8.9829 = 7,.

immunity period after which a recovered computer may
be infected again, we have proven that when the delay
passes through the critical value, the model undergoes a
Hopf bifurcation. The occurrence of Hopf bifurcation means
that the state of virus prevalence changes from a positive
equilibrium to a limit cycle, which is not welcomed in
networks. Hence, we should control the phenomenon by
combining some bifurcation control strategies and other

E(t)

FIGURE 4: The phase plot of the states E, I, and R for 7 = 10.025 >
8.9829 = 1,.

relative features of virus prevalence. Further, the properties
of the Hopf bifurcation are studied by using the normal
form method and center manifold theorem. Finally, some
numerical simulations are presented to clarify our theoretical
results.
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